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Abstract— Being foreseen its promise of plethora of 
applications, Vehicle Ad hoc NETwork (VANET) has become an 
important research topic. Among many challenging issues, robust 
message dissemination is one of the indispensable requirements 
for various VANET applications, which affects the message 
delivery ratio, transmission delay and packet communication 
overhead. In this paper, we first systematically analyze the unique 
features of VANET and their implications toward robust message 
dissemination; a set of performance metrics suitable to measure 
the robust message dissemination in VANET is also defined. To 
achieve robust message dissemination in the unique VANET 
environment, we then investigate the existing relevant approaches 
and solutions in depth. Open issues and potential research 
directions are proposed wherein the addressing model, the 
forwarding strategy and the crossing partition schemes are 
profoundly studied. 
 

Index Terms—addressing model, crosses partitions, forwarding 
strategy, robust message dissemination, VANET. 
 

I. INTRODUCTION 
here are over 6 millions car accidents in the US every year. 
More than 2.5 million injuries and more than 40,000 
people are killed in auto accidents each year. Therefore, 

there is a growing demand for real-time collision avoidance and 
warning technology to improve driving safety and traffic 
condition. Besides, from the energy saving perspective, it is 
necessary to develop cooperative vehicle-automated highway 
systems. As a result, Intelligent Transportation System (ITS) is 
becoming a more and more important research area.  

Conventionally, the ITS research effort from the 
communication perspective (e.g. PATH [1], Auto21 [2]) has 
been focused on the Road-to-Vehicle Communication (RVC) 
to provide intelligence in the transportation system. This 
approach requires major changes to the existing highway 
infrastructure. In addition, it is difficult and expensive to 
deploy and maintain such communication infrastructures along 
the road, especially in rural area. Therefore, recent research 
efforts have been made to reduce the reliance on the 
infrastructure and design a hybrid communication system, 
based on both Inter-Vehicle-Communication (IVC) and RVC, 
such as DOLPHIN [3] and DEMO2000 [1], as well as FleetNet 
[4]. These projects implement some degree of IVC, but they 

still rely on the infrastructure to some extent. To completely 
avoid the deployment of costly infrastructure, pure IVC 
projects are also carried out by some researchers, such as 
CarTALK2000 [5], CarNet [6], NoW [7], Car2car consortium 
[8]. The IVC system without any support from infrastructure is 
also referred as Vehicular Ad hoc NETwork (VANET).  
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Robust message dissemination is one of the challenging tasks 
which are indispensable for various VANET applications. 
Some potential applications, such as SOS services, collision 
avoidance and post-crash warning, require efficient and robust 
message dissemination, especially when the sender and 

intended receivers are not within each other’s radio 
transmission range defined by Dedicated Short Range 
Communication (DSRC) standard [9]. The intuitive solution is 
to apply the well known routing algorithms of Mobile Ad Hoc 
Networks (MANETs), such as DSR [10] or AODV [11], 
directly into VANET for multi-hop message dissemination. 
However, due to the unique features of VANET as shown in 
Table 1, the applicability of these conventional MANET 
techniques is highly questionable.  

Table 1 Unique features comparison of MANET and VANET 

 MANET VANET 
Number of 

nodes Usually 100 to 1000 Unbounded, can be up 
to millions of vehicles 

Movement 
area 

Usually million square 
meters 

Unbounded, can be up 
to the area of a nation 

Mobility Low to medium High 
Trajectory 
of nodes 

Random waypoint/ 
group pursuing Mostly one-dimensional 

Distribution 
of nodes Random and even Sparse and uneven 

It is believed that once the robust message dissemination can 
be achieved, a broad spectrum of application services will be 
introduced in VANET. This paper mainly investigates the 
challenges of achieving robust message dissemination and 
identifies potential research directions toward the truly 
dependable VANET paradigm. The rest of this paper is 
structured as follows. Section II describes the unique features 
of VANET and their implications for achieving robust message 
dissemination. We identify the challenges in designing robust 
message dissemination protocols in section III. Section IV 
investigates the current and potential techniques to 
countermeasure the major challenges of achieving robust 
message dissemination in VANET. Section V addresses the 
open research issues and section VI concludes the paper with 
general design guidelines toward robust message 
disseminations in VANET. 

T 
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II. UNIQUE FEATURES OF VANET AND THE ROBUST 
MESSAGE DISSEMINATION IMPLICATIONS 

In this paper, robust message dissemination is defined as 
100% packet delivery to the intended receivers within certain 
time limit and with acceptable overhead. Here, 100% delivery 
indicates that all the intended receivers can receive the 
messages, which are crucial to safety applications in VANET. 
In detail, there are 2 levels of delivery ratios concerned in 
VANET applications: the application level, which measures 
how many intended receivers of certain applications the 
addressing model (the way of how to identify the addressees) 
can cover; and the communication level, which measures how 
much percentage of intended receivers under certain addressing 
model can be reached. The time limit of the packet delivery for 
various VANET applications is defined in [12]. For example, 
the allowable latency of emergency electronic brake lights 
should be within 100ms. As per packet overhead, it will 
become an increasingly important issue as VANET penetration 
ratio and the types of applications increase. Two kinds of 
overheads should be considered, the control-packet overhead 
and the data-packet overhead. The control packet overhead is 
introduced by the maintenance of the topology information, the 
route discovery and maintenance and so on. The data-packet 
overhead involves the packet delivery to the uninterested 
vehicles, and longer packet delivery paths rather than the 
(available) shortest path.  

To study these issues that associated with the robust message 
dissemination in-depth, suitable performance metrics should 
be defined first. In general, the following metrics are suitable to 
evaluate the effect of the robust message dissemination in 
VANET: 

 In-time delivery ratio: indicates the percentage of 
intended receivers which receive the packet before 
timeout. 

 Delivery time: defines how soon the message can be 
delivered to the intended receiver. 

 Packet overhead: includes both the control and data 
packet overhead. 

To further understand the key challenges to achieve robust 
message dissemination in VANET, the major unique features 
of VANET should be investigated first. As shown in table 1, 
compared with the conventional MANET, VANET has many 
unique features. Next, we will discuss the major ones that can 
affect the performance metrics associated with the robust 
message dissemination described above. 

Unbounded network: Large-scale network and large-scale 
movement are the major implications behind the unbounded 
nature of VANET. Because it is almost impossible to trace the 
identity of the destination vehicles in an unbounded network 
like VANET prior to data transmission, the traditional 
identity-based addressing model can not reach 100% 
application level delivery ratio with low overhead. For most of 
current safety applications in VANET [12], it is indeed 
unnecessary to know the identities of the intended receivers. 
Therefore, other than the identity-based addressing model, we 

may consider the addressing model that can better describe the 
intended receivers with low overhead in VANET. 

Mobility pattern in VANET: VANET has its own unique 
mobility pattern. On one hand, vehicles in VANET has 
predictable and constrained one-dimension mobility pattern. 
On the other hand, the high mobility generates short-life routes, 
which raise challenge for robust multi-hop message 
dissemination. Thus it is not trivial to deliver message to all the 
intended receivers with minimum packet overhead in the highly 
dynamic VANET environment. The research of the forwarding 
strategy (a special case of routing, forwarding the packet to the 
intended receiver without pre-discovered route) can help us 
answer this question. 

Sparse and uneven distribution of vehicles: Partitions and 
congestions are very common in VANET wherein vehicles are 
often distributed unevenly. Partitioning in VANET imposes 
serious challenges to robust message dissemination since 
message cannot be easily delivered across the partitions. For 
example, a partitioned VANET can not deliver SOS message to 
the police. Therefore, how to deliver message across the 
partitions with short delay and small packet overhead is an 
important research issue. 

III. CHALLENGES TO ACHIEVE ROBUST MULTI-HOP MESSAGE 
DISSEMINATION IN VANET 

In this section, the challenges to achieve robust message 
dissemination in VANET will be investigated in depth. With 
the implications imposed by the unique features of VANET 
described above, it is observed that the following challenges 
should be researched carefully in order to achieve robust 
message dissemination. First, the addressing model should be 
changed to non identity-based to improve the application level 
delivery ratio with less overhead in an unbounded VANET. 
Secondly, the suitable forwarding strategy needs to be 
proposed to foster the delivery ratio in a highly mobile 
environment. Finally, how to cross the partitions is not trivial 
with the sparse and uneven distribution of vehicles. 

3.1 Addressing model 
Most VANET applications do not concern the specific 

identity of the receivers, but rather concern the characteristics 
of intended receivers. Moreover, traditional identity-based 
addressing model will introduce too much overhead in 
maintaining the identities of receivers in an unbounded 
network, which is unnecessary for VANET applications. A 
good candidate of VANET addressing model would be the 
anonymous addressing model. Whether a vehicle belongs to an 
intended receiver group is based on the property of the vehicle, 
such as the location or speed, and the message itself (e.g., alert 
or entertainment). There are some anonymous addressing 
models, such as position-based and content-based addressing 
model. However, more precise and efficient addressing model 
tailored for VANET applications is desirable. As pointed out 
earlier, addressing model is essential to the application level 
delivery ratio in VANET. 
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3.2 Forwarding strategy 
As analyzed in section II, it is not trivial to deliver messages 

to all the intended receivers defined by anonymous addressing 
model, in the highly mobile VANET environment. Indeed, 
forwarding strategy is the key technology to improve the 
communication level delivery ratio and control the packet 
overhead in VANET. Simple flooding can increase the chance 
of delivery, but at the cost of high packet overhead. Controlled 
forwarding could reduce the overhead, however, lower the 
communication delivery ratio. No omniscient forwarding 
strategy suitable for highly dynamic VANET exists until now. 
Therefore, to achieve robust message dissemination, more 
efficient and reliable forwarding strategy should be developed. 

3.3 Crossing the partitions 
In section II, the importance of the partitioning problem in 

VANET has been analyzed. Some existing techniques may 
help us alleviate this problem. Relying on vehicles from 
different directions or message carriers can assist in delivering 
message across the partitions with uncertain delay [13]. 
Epidemic protocols could improve the delivery ratio in the 
partitioned environment [14]. However, more research effort 
should address the problem on how to deliver message across 
the partition with certain limit on delivery latency and packet 
overhead. 

IV. TOWARDS ROBUST MESSAGE DISSEMINATION IN VANET 
In this section, we investigate the existing approaches to 

identify the open issues and the potential research directions 
towards robust message dissemination in light of the challenges 
summarized above. Table 2 presents a summary on the 
corresponding VANET unique features, challenges, and 
existing and potential solutions. 

4.1 Addressing model 
Because VANET is an unbounded network as stated in 

section II, it is often hard for the sender to retrieve the identity 
of the intended receiver in advance. However, the sender may 
identify some properties of the intended receivers defined by 
the applications, such as the relative position with respect to 
itself, or speed. With the anonymous addressing model [13], 
the property of the intended receivers and the message itself 
could be used to define the addressees of the message. One 

criterion to measure the efficiency of the addressing model is 
whether it can efficiently and accurately describe the intended 
receivers of the applications. 

 

4.1.1 Content Based Addressing Model 
In content based addressing model [15], the content of the 

data packet is used to determine the intended receiver set. For 
example, the weather forecast of Houghton is intended for 
vehicles which are driving into the surrounding area. With this 
model, data packet is pushed out to the cluster head. Other 
mobile nodes may send pull request to the cluster head to 
retrieve interested information. The message sender does not 
care about the identity of the receiver while the receiver is 
designed to actively probe the cluster head to check if it is the 
intended receiver of certain message. 

Content based addressing model provides a flexible 
addressing model for the upper layer applications. The intended 
receiver set can be defined by the speed, driving status, vehicle 
types, or any other property of the vehicles which is useful for 
upper layer applications, such as speed limit warning or 
callback of certain type of vehicles. However, we observed the 
following limitations of adopting content based addressing 
model into VANET: 1) cluster structure, which is difficult to 
maintain in VANET, is necessary to store the message for 
information retrieval; 2) the pull process is an interactive 
process, which is not reliable to attain in a highly mobile 
environment because the route life is short; 3) the probing 
frequency determines the tradeoff between the on-time delivery 
and the bandwidth consumption.  

 

4.1.2 Position based Addressing Model  
In position based addressing model, the geographical 

location of the vehicle determines whether it is the intended 
receiver of the specific message or not. FleetNet [4], 
CarTalk2000 [5], and car-2-car [8] all implemented 
position-based addressing model.   

Position based addressing model can provide a concise 
anonymous addressee definition in VANET. For example, a 
vehicle can send a post-crash warning to all the vehicles within 
the rectangle area behind it, where the rectangle area is 
expressed as a vector of latitude and longitude. Thus all the 
vehicles in this area become the intended receivers of the 
warning message.  

However, position based addressing model is not most 

Table 2 Features, challenges and potential solutions of VANET 

Unique features in VANET Challenges in VANET Existing protocols & potential directions 
 Content based addressing model [15] 

Unbounded network Addressing model  Position based addressing model [4, 5, 8] 
 Relative position based addressing model [16] 
 Position based forwarding [13, 18, 17] 
 Trajectory based forwarding [20, 19, 21] 
 Content based forwarding [22] 

High mobility Forwarding strategy  Epidemic protocol [14, 23] 
 Hierarchical clustering [24] 
 Restricted directional flooding [26] 
 Backbone construction [27, 28] 
 Relying vehicles in other directions [13] Sparse and uneven distribution of 

vehicles  Message carrier [14, 29, 31, 21] Crossing the partition 
 Mobility prediction [32, 30] 
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suitable for VANET because it heavily relies on GPS or other 
location services. Hence, vehicles not knowing their locations 
are not aware of that they are the intended receiver even they 
are in the destination area; neither can they identify the 
destination area of their messages. Besides, to track a moving 
destination area, the current position based addressing model 
has to dynamically modify the positions of the destination areas 
which will cause high complexity and overhead.  

 

4.1.3 Relative position based addressing model 
Due to the constraints of the position based addressing model 

as discussed above, we consider another addressing model, the 
relative position based addressing model, which can support 
robust message dissemination in a simple and realistic manner. 
With this scheme, the relative position with regard to the 
original message sender is used to decide the intended receiver, 
such as the rectangle area 300 meters ahead of the message 
sender, as shown in Fig. 1. The information such as the driving 
speed and direction of the original message sender is attached 
to the message. We observe that the relative position based 
addressing model has the following advantages for VANET 
systems. Firstly, vehicles without GPS or any location service 
can participate in the message dissemination. Secondly, it can 
handle the case of moving destination area without continuous 
tracking and message exchanges.  

Mobicast [16] provides a similar addressing model which 
can also handle the moving destination area. The multicast 
group membership in mobicast is continually evolving along 
the predefined trajectory while nodes autonomously join and 
leave the group. Once the sender defines the location of the 
multicast group for the message, such as the rectangle area 50 
meters ahead moving forward in the speed of 50km/h, the 
location of the multicast group will evolve as stated and the 
message will stay within the group. This addressing model can 
cover the moving destination area without the intervention 
from the sender. 

Compared with other addressing model, relative position 
based addressing model defines a more realistic addressing 
model for VANET without the assistance of GPS or other 
location services. Moreover, its ability for the destination area 
to evolve over time in a self-managing manner is also attractive 
to the highly dynamic VANET.  

4.2 Forwarding strategy 
In addition to the addressing model discussed above, the 

forwarding strategy in VANET needs to be considered for 
robust message dissemination. This is because the forwarding 
strategy is crucial to ensure the message reaching 100% of the 
intended and/or interested anonymous addressees with low 
packet overhead in the highly mobile VANET environment, as 
pointed out in section III. The decision to forward or discard a 
received packet determines the propagation paths of the 
message, thus affects the communication level message 
delivery ratio and message dissemination overhead. 

At time t1, sending vehicle defines the destination 
area as the rectangle area in front of current location

At time t2, sending vehicle 
drives into the destination area

At time t2, the destination area is still 
in front of the sending vehicle

 

4.2.1 Position-based forwarding 
Position-based forwarding [17] makes forwarding decision 

based on the location of the forwarding node, and the location 
of the source as well as the destination area. The source sender 

defines the forwarding area between the source and destination 
areas. The nodes within the forwarding area should forward the 
message, while the nodes outside should drop it. The design of 
the forwarding area determines the delivery ratio and the packet 
communication overhead.  

destination area original sending vehicle
Position/location based routing Relative position based routing

Fig. 2 Comparison of position based forwarding 
and trajectory based forwarding 

Fig. 1 Position Based Routing and Relative 
Position Based Routing 

Another type of position-based forwarding is referred as 
greedy forwarding [18]. Instead of defining forwarding area, 
the intermediate node forwards the message to the nodes 
nearest to the destination area or farthest from the immediate 
sender. Vehicles make the forwarding decision based on the 
distance to the immediate sender of the packet. Before 
rebroadcasting a packet, vehicles must backoff a time period, 
that is, wait a time period between the channel clearance and 
actual rebroadcast. This time period is inversely proportional to 
the distance from the destination node to the immediate sender, 
thus it is shorter for distant receiver to guarantee the maximum 
progress. Further, the rebroadcast is suppressed by overhearing 
the rebroadcast of the same message from other vehicles, which 
decreases the network load at the cost of lowering the 
redundancy [13]. In general, the backoff time constitutes a 
large part of delay in the greedy forwarding scheme. 
 

4.2.2 Trajectory-based forwarding 
Trajectory-based forwarding is a hybrid forwarding strategy 

of the source-based routing and greedy forwarding [19] as 
shown in Fig. 2. The approximate trajectory is defined by the 
source node, and each intermediate node makes geographical 
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greedy forwarding along the trajectory. The source utilizes the 
digital map and GPS to define the trajectory of the message, 
i.e., choosing the proper road segments to constitute a shortest 
or fastest dissemination path. Compared to the position based 
forwarding, trajectory based forwarding has less data packet 
overhead at the coat of applying digital map. While the position 
based forwarding is more robust to the fragmentations of the 
vehicle groups. Even there is no vehicle on one path, message 
can be delivered by other paths, and the message delivery is not 
confined to a single trajectory. 

In [20], authors apply the digital map and Dijkstra shortest 
path algorithm to compute a sequence of junctions for the 
message to traverse. In [21], both the traffic density and the 
distance are taken into consideration to choose the road 
segments with the shortest propagation delay as part of the 
path. The traffic density of a road segment is measured by its 
number of lanes. 

 

4.2.3 Content-based forwarding (CBF) 
The message forwarding decision of CBF is based on 

information filtering [22]. After receiving a message, the 
receiver analyzes the content of the messages. If the message is 
valuable for traffic safety, the receiver accepts the message and 
rebroadcasts it. The decision to rebroadcast the message is also 
affected by the situation of the receiver, such as the distance to 
the original sender, speed, traffic density, and the interest table 
of neighboring vehicles (the table which records the interest of 
neighboring vehicles). The intended receiver and the effective 
range is calculated on-the-fly. For example, the speed warning 
message on the slippery highway should be received only by 
the vehicles which are driving fast. With CBF approach, the 
intermediate vehicles should assume more responsibility and 
flexibility than a simple forwarder in the path. Thus, different 
packet filtering standards of the intermediate vehicles and the 
interest hole (group of vehicles which show no interest to the 
message) can affect the delivery ratio significantly. 

 

4.2.4 Epidemic routing 
The unique advantage of the epidemic protocol is the high 

delivery ratio while a fully connected path between the source 
and the destination is not required [14]. With the epidemic 
routing, intermediate nodes carry and forward the messages to 
neighbors in a probabilistic fashion. This feature can improve 
the communication delivery ratio without maintaining stable 
route in the highly dynamic and partitioned VANET.  

VADD [23] is one epidemic routing solution for VANET. It 
relies on the intermediate vehicles to carry and forward 
messages to the “fast” road segment (where messages can 
disseminate quickest and at least one suitable carrier is 
available near the intersection) in each intersection. The 
selection of the road segment is based on the road layout, and 
the traffic stochastic model (including average vehicle speed 
and density). The location and driving direction of the vehicles 
in each road segment near the intersection are also taken into 
consideration. Thus in VADD, the knowledge of 
macro-mobility statistics is used to detour the “slow” road 
segments (the road segment with fewer vehicles, or no suitable 

vehicle is available in this road segment near the intersection) 
in city area. 

 

4.2.5 Hierarchical clustering-based forwarding  
By organizing mobile stations into clusters managed by the 

cluster heads, hierarchical clustering-based forwarding 
acquires high delivery ratio and low packet overhead. 
However, with the high mobility of VANET, the management 
of the cluster members and the re-election of the cluster head 
offset its advantages. 

A self-maintained, distributed cluster structure would be 
preferred in VANET. Zone Routing Protocol (ZRP) [24] is a 
clustering protocol robust against high mobility. It requires 
each node to proactively maintain the topology information 
within several hops and become the head of this routing zone. 
Therefore, each node is the cluster head of its own routing 
zone. For the destination within the routing zone, unicast is 
used. Otherwise, message is transmitted to the peripheral node 
of the routing zone to search again. Therefore, ZRP keeps the 
advantage of the low overhead of the cluster structure and is not 
severely affected by the high mobility in VANET. 
Nevertheless, the high churn (the behavior of joining or leaving 
the cluster) rate of cluster members in VANET is still a 
challenge for hierarchical clustering-based forwarding. 

 

4.2.6 Restricted directional flooding 
In VANET, blind flooding is the most reliable and simplest 

method to improve the message delivery ratio. However, the 
irrelevant warning messages can distract the awareness of the 
drivers. For example, a post-crash warning message should 
only be received by the vehicles approaching the crash point, 
not the vehicles leaving the crash point. In [25], authors 
proposed the concept of zone-of-relevance (ZoR) to identify 
the effective area of messages.  

Due to the constrained topology of VANET, directional 
flooding is easier to implement. With the assistance of GPS or 
other location services, vehicles can decide whether it is on the 
way to forward/disseminate messages based on the source and 
destination positions. Directional antenna can also support 
directional flooding without additional location service [26]. 

 

4.2.7 Backbone construction 
One way to efficiently deliver messages with the small 

overhead is to construct a virtual backbone to disseminate 
messages. A group of vehicles is chosen to approximate the 
Minimum Connected Dominating Set (MCDS), where all the 
vehicles in the platoon group (a group of vehicles wherein all 
the members have connected routes to each other) are either in 
the MCDS or have at least one neighbor in the MCDS [27]. 
Vehicles in MCDS should be fully connected and the number 
of vehicles in MCDS is minimized. Thus message can be 
efficiently disseminated within the MCDS and further 
disseminated to every vehicle in the platoon group. The 
backbone group has 2 advantages: 1) messages can be 
disseminated over the whole platoon group with minimum 
duplicate rebroadcast; 2) the backbone structure is robust to the 
volatile movement of the non-MCDS vehicles. 

In [27], authors proposed 2 algorithms to choose the 
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members of MCDS in MANET. One is the cost-aware 
approach, which is based on the residual power, the incoming 
bit-rate, or the velocity of the mobile nodes. The other is the 
degree-aware approach, which selects the mobile nodes with 
higher number of neighbors. Compared to these 2 algorithms 

initiated by the sender, [28] introduces a distributed and 
dynamic algorithm to elect nodes to form the backbone group 
to approximate MCDS. 

In VANET, with the constrained topology and the sufficient 
power supply, the construction of MCDS should be based on 
other metrics, such as the relative position stability, driving 
direction, driver behavior and so on. The requirements that the 
minimum number of vehicles should belong to MCDS can be 
relaxed, thus multi-path redundancy could be achieved to 
alleviate the effect of volatile movement of MCDS members. 

4.3 Countermeasure Partitioning  
As stated in sections II & III, partitioning is common in 

VANET. The techniques to improve the communication level 
delivery ratio against partitioning in one special case of city 
area (with the macro-mobility of vehicles) have been studied in 
[21, 23]. However, the methods to cross the partitions under 
regular road scenarios (e.g., highway) that can be best 
described by the micro-mobility model are not yet fully 
explored. In following sections, we examine the feasibility of 
the existing research results and identify the open issues as well 
as the potential future research directions to countermeasure the 
partitioning effect of VANET under regular road scenarios. 

 

4.3.1 Relying on vehicles in other directions 
In [13], the author proposed to rely on the vehicles in the 

opposite direction to carry the message across the partitions, as 
shown in Fig. 3a. However, this idea is not fully investigated 
and the following issues should be further studied: 

1) Reliability 
Due to the brief meeting time, it is difficult to assure the 

reliable message reception and acknowledgement between 
communication vehicles on opposite directions. Such blind 
transmission may not essentially improve robust message 
disseminations.  

In [13], the author proposed that vehicles should announce 
their presence by broadcasting HELLO packets periodically. 
As such, the vehicles in opposite direction may have better 
chances to achieve robust reception. However, the 

effectiveness of this approach is not fully explored yet. For 
example, frequent HELLO packet transmissions may interfere 
with the regular message transmissions. In addition, this 
method is not loop-free, as illustrated in fig. 3b.  

 

2) Storage overhead 
If the packet delivery to vehicles in opposite direction cannot 

be guaranteed, and the route is not loop-free guaranteed, the 
message must be kept in the memory until the packet is reliably 
delivered. This will cause the high storage overhead.  

 

4.3.2 Message carrier 
Another potential approach to countermeasure partitioning 

relies on the outstanding vehicles in the same direction to carry 
and forward the message. This idea has been explored in 
MANET to solve the partitioning problem [14]. It is observed 
that even if there is no path between the sender and the receiver, 
the message can still be delivered with the help of some nodes 
which are responsible to carry message across the partitions 
[29].  

It is our belief that with the constrained topology of VANET, 
a simpler and more efficient message carrying protocol can be 
developed. We identify the vehicles which have the highest 
probability to leave the platoon group as the message carriers to 
deliver messages to the next platoon group, as shown in fig. 4. 
The relative longer meeting time and more stable relationship 
between the carrier and other vehicles assures the reliable 
transmission between other vehicles and the carrier, and 
between the carrier and the vehicles in the next platoon group. 
The following issues will be further researched. 
1) Message carrier selection 

Fig. 3 Message dissemination relying on vehicles 
in opposite direction 

original sending vehicle

message disseminationcarrier vehicle

destination area

At time t2, carrier vehicle transports the message to other partition of vehicles

border vehicle

At time t1, the vehicle group choose the carrier vehicle and load the message to it

Fig. 4 Carrier vehicle carries and forwards the message
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We choose the vehicles in the front or back border of the 
platoon group as the potential carriers because they are most 
likely to leave the platoon group. Then the vehicles inside the 
platoon group would retransmit message to the potential carrier 
when it is predicted to leave the platoon group based on the 
existing driver behavior model [30]. 
2) Reliability 

To rely on a single carrier to cross the partitions may not be 
reliable. In [21], authors proposed to use a group of vehicles 
carrying the messages to improve the reliability. In addition, 
multiple individual carriers can also be helpful to provide 
multiple paths to the destination.  

The end-to-end acknowledgement to confirm robust 
message dissemination in VANET is hard to achieve due to the 
partitioning and short-life routes. The idea of custody transfer 
in the Delay Tolerant Network [31] may provide an alternative 
approach to generate the hop-by-hop acknowledgement. 
3) Storage overhead 

The FIFO (First In First Out) policy would be the simplest 
way to manage the messages. However, it cannot reliably and 
efficiently facilitate the message dissemination. One alternative 
approach would be to consider each carrier as a path to the next 
platoon group and estimate the delivery probability for the 
carrier. Once the accumulated delivery probability for certain 
message reaches a threshold, the message can be released from 
the memory. If not, the message is rescheduled in the memory 
queue based on its accumulated delivery probability and 
priority. Based on this strategy, we can fairly and dynamically 
control the retransmission times and frequency of a message. 

 

4.3.3 Mobility prediction 
For the message carrier approach described in section 4.3.2, 

we need to predict the mobility of the potential carriers to 
analyze their probabilities of leaving the platoon group. 
Mobility predication is not trivial in MANET wherein random 
way point mobility model [32] is widely applied. Fortunately, 
with the roadway topology constrain in VANET, we may 
utilize the existing driver behavior model [30] to better predict 
the mobility. 

By adopting the well-understood driver behavior models, 
such as the Na-Sch model [30], we can have more accurate and 
informative mobility prediction of neighboring vehicles. 
Considering the front border vehicle, the probability of 
acceleration predicted by the driver behavior models would 
suggest its probability to leave the platoon group. Based on the 
vehicle’s probability to leave the platoon group, we can further 
identify the most appropriate message carrier. Overall, when 
we adopt driver behavior models in mobility prediction, the 
below guidelines should be followed:  
1) Since we only concern the small-range movement of the 

vehicles, such as acceleration or lane changing, the 
microscopic mobility model is decent enough. 

2) When it is available, we can also include the driving 
history into mobility prediction. Thus the mobility 
prediction is more accurate for the scenario of cruise 
control. 

3) Each driver behavior model has its own application 
scenario, for example, city area or rural area. Thus we 
should dynamically choose different driver behavior 
model based on the observation of surrounding 
environment, such as the number of neighboring vehicles, 
and the churn rate of neighboring vehicles. 

V. OPEN ISSUES 
Although current VANET applications have rather loose 

requirements, we can envision that many future applications in 
VANET, such as instant message and video conference, will 
emerge. A plethora of applications of VANET will impose 
more challenges to robust message dissemination. The 
requirements of these applications, such as long-duration 
session, stringent latency and high throughput, demand a more 
complex application-aware robust message dissemination 
mechanism. 

Another interesting relevant issue is the enforcement of 
cooperative communications among VANET nodes. 
Uncooperative behavior in VANET, such as message 
modification and dropping, could substantially lower the 
message delivery ratio and further affect the safety of other 
vehicles. Therefore, new distributed mechanisms should be 
designed to promote cooperation in VANET for robust 
message disseminations. 

One other potential research issue for robust message 
dissemination in VANET involves acknowledgement. In the 
volatile VANET environment, to guarantee the delivery of 
acknowledgement is even harder than the message delivery 
itself. However, acknowledgement can trigger the 
retransmission and improve the delivery ratio. Mobicast [16] 
may help this problem to certain extent. 

VI. CONCLUSION  
VANET is not a new network paradigm; rather it shares 

many common features with MANET. Nevertheless, VANET 
shows its unique characteristics which impose both challenges 
and opportunities to the research communities, as discussed in 
section II. In this paper, we systematically investigate the 
unique features and challenges in VANET towards robust 
message dissemination. We then examine the existing 
protocols and identify future research directions to tackle the 
challenges. 

Based on our study, to design a robust message 
dissemination mechanism for VANET, the following 
guidelines should be generally considered: 
1) The anonymous addressing model defines the group of 

intended receivers. The accuracy of the definition 
determines the application level delivery ratio. 

2) The forwarding strategy determines the data packet 
overhead and the communication level delivery ratio. On 
one hand, the forwarding strategy should limit the 
message exchange to decrease the overhead. On the other 
hand, the forwarding strategy should provide sufficient 
redundancy to improve delivery ratio against the high 
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mobility in VANET.  
3) The issue of how to deliver message across the partitions 

in VANET has not been fully studied yet. We propose to 
use mobility prediction to select the message carrier to 
cross the partitions. Further, the suitable driver behavior 
model could help improve the accuracy of mobility 
prediction. 

In summary, to achieve the truly robust message 
dissemination in VANET, the following research efforts are 
especially demanded: the addressing model should be 
improved to satisfy the requirements of addressee description 
for the safety applications and future broad applications; for the 
forwarding strategy, further research to reduce resource 
consumption based on the unique properties of VANET is 
critical; as per crossing partitions, utilizing existing driver 
behavior model would bring some light to this problem. 
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