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Abstract
Digital watermarking has been proposed as a viable so-

lution to the need of copyright protection and authentica-
tion of multimedia data in a networked environment, since
it makes possible to identify the author, owner, distributor
or authorized consumer of a document. In this paper a new
watermarking technique to add a code to digital images is
presented: the method operates in the frequency domain
embedding a pseudo-random sequence of real numbers in a
selected set of DCT coefficients. Watermark casting is per-
formed by exploiting the masking characteristics of the Hu-
man Visual System, to ensure watermark invisibility. The
embedded sequence is extracted without resorting to the
original image, so that the proposed technique represents
a major improvement to methods relying on the compari-
son between the watermarked and original images. Exper-
imental results demonstrate that the watermark is robust to
most of the signal processing techniques and geometric dis-
tortions.

1 Introduction
The recent development of network multimedia systems

has been damped by the reluctance of authors and pub-
lishers of multimedia data to grant the distribution of their
documents in a network environment because the avail-
ability of duplication means encourages copyright viola-
tion. Digital watermarking represents a viable solution to
the above problem, since it makes possible to identify the
author, owner, distributor or authorized consumer of a doc-
ument. A digital watermark is an identification code, per-
manently embedded into digital data, which can carry out
information about the copyright owner, the creator, the au-
thorized consumer and so on.

In order to be effective, a watermark should meet a set
of requirements [1, 2, 3]: it should be statistically and per-
ceptually invisible (unobtrusive); the data owner or an in-
dependent control authority should easily extract it (readily
extractable); it must be difficult to remove for an attacker
trying to counterfeit the copyright of the data (robust); re-

trieval of it should unambiguously prove the identity of the
data owner (unambiguous); it should be possible to gener-
ate a great number of distinguishable watermarks (innumer-
able). This paper is focused on image watermarking algo-
rithms; in this special case, the requirement of robustness
implies that the watermark should be resistant to common
signal processing techniques, such as digital-to-analog and
analog-to-digital conversions, resampling, dithering, com-
pression, contrast/colour enhancements, to common geo-
metric distortions, such as rotation, translation, cropping,
scaling, and to forgery attacks with different watermarked
copies of the document.

Image watermarking techniques proposed so far can be
divided into two groups, according to the type of feature
set the watermark is embedded in: the intensity value of
the luminance in the spatial domain, or the image coeffi-
cients in a transformed domain (e.g. DCT, wavelet). To
provide extra robustness against attacks, some algorithms
recover the watermark by relying on the comparison be-
tween the marked and non-marked images, in this way, in
fact, some preprocessing can be performed. However, for
these techniques to be applied the possibility to access to
the original image must be granted. This complicates the
setup of the watermarking system and compels the owner of
the original image to share it unsecurely with anyone will-
ing to check for the watermark. Sometimes, as in [5, 6, 7],
the characteristics of the Human Visual System (HVS) are
exploited to adapt the watermark to the image being signed
to improve the watermark invisibility and to enhance its ro-
bustness, since in such a way watermarks of larger energy-
content can be embedded in.

In this paper, a new technique to add a watermark to digi-
tal images is presented. The proposed algorithm operates in
the frequency domain, and watermark casting is performed
by exploiting the masking characteristics of the Human Vi-
sual System. Watermark extraction is performed without
resorting to the original, uncorrupted image. Though at the
expense of a slight loss of robustness, the proposed tech-



nique represents a major improvement to methods relying
on the comparison between the watermarked and original
images [1, 4, 5, 6, 8]. On the other hand, the algorithm is
robust enough to represent a good starting point to the pro-
tection of image data in network environments.

2 The proposed watermarking system
Like in [1], the watermark consists of a pseudo-random

sequence ofM real numbersX = fx1; x2; : : : ; xMg; each
value xi being a random number having a standard nor-
mal distribution. The watermarking process can be viewed
as a communication task, consisting of two main steps:watermark casting, in which the signal, represented by
the watermark, is transmitted over the channel, which the
original image acts the part of; intentional attacks and dis-
tortions to the image represent channel noises the signal
must be immune to; watermark detection, in which the
signal is received and extracted from the corrupted image.

2.1 Watermark Casting
In watermark casting the N �N DCT of an N �N

image I is computed; the DCT coefficients are reordered
into a zig-zag scan, such as in the JPEG compression
algorithm, and the first L +M coefficients are selected to
generate a vector T = ft1; t2; : : : ; tL; tL+1; : : : ; tL+Mg.
Then, in order to obtain a tradeoff between percep-
tual invisibility and robustness to image processing
techniques, the lowest L coefficients are skipped
and a watermark X = fx1; x2; : : : ; xMg (chosen
among 1000 pseudo-random sequences) is embed-
ded in the last M numbers, to obtain a new vectorT 0 = ft1; t2; : : : ; tL; t0L+1; : : : ; t0L+Mg according to the
following rule:t0L+i = tL+i + � j tL+i j xi (1)

where i = 1; : : : ;M . The vectorT 0 is then reinserted in the
zig-zag scan and the inverse DCT algorithm is performed,
obtaining the watermarked image I 0.
2.2 Visual masking

In order to enhance the robustness of the watermark,
the characteristics of the Human Visual System can be ex-
ploited to adapt the watermark to the image being signed:
the original image I and the watermarked image I 0 are
added pixel by pixel according to a local weighting factor�i;j , obtaining a new watermarked image I", i.e.:y"i;j = yi;j(1� �i;j) + �i;jy0i;j = yi;j + �i;j(y0i;j � yi;j)

(2)

In this way it is possible to increase the marking level �
without compromising mark invisibility, and make more
difficult for an attacker to erase the mark. The weight-
ing factor �i;j takes into account the characteristics of the

HVS, so that in regions characterized by low noise sensi-
tivity �i;j � 1, and y"i;j � y0i;j , i.e. the watermark is
not diminished, whereas in regions more sensitive to vari-
ations, �i;j � 0 and y"i;j � yi;j , i.e. the watermark
is embedded only slightly. A simple way of choosing �i;j
is here described: for each pixel yi;j a square block of sizeR � R is considered (here R = 9) where the sample vari-
ance is computed; this variance is then normalized with re-
spect to the maximum of all block variances. The factor�i;j is, thus, the normalized variance computed for pixelyi;j . By exploiting, in this way, visual masking, the param-
eter � of equation (1) can be chosen in such a way that its
mean value over the image, after weighting by factor �i;j ,
is � = 0:2 without visible image degradation.
2.3 Watermark Detection

In watermark detection, given a possibly corrupted
image I�, the N � N DCT is applied to I�; the DCT co-
efficients are reordered into a zig-zag scan, and the coeffi-
cients from the (L + 1)th to the (L +M)th are selected
to generate a vector T � = ft�L+1; t�L+2; : : : ; t�L+Mg. The
correlation between the marked and possibly corrupted co-
efficients T �, and the mark itself is taken as a measure of
the mark presence. More specifically, the correlation z be-
tween the DCT coefficients marked with a codemarkX and
a possibly different mark Y is defined as:z = Y � T �M = 1M MXi=1 yit�L+i (3)

By comparing the correlation z to a predefined thresholdSz, it is possible determine whether a given mark is present
or not. In practical applications, the threshold Sz is evalu-
ated directly on the marked image, e.g.:Sz = �3M MXi=1 j t�i 0 j : (4)

3 Experimental Results
In order to test the watermarking algorithm, some gray

scale standard images were labeled, and several com-
mon signal processing techniques and geometric distor-
tions were applied to these images to evaluate the algorithm
robustness to the attacks. The original image ”Lenna” (Fig-
ure 1 (left)) was signed with � = 0:2, L = 25000,M = 16000, and block size R = 9 to obtain the wa-
termarked copy shown in Figure 1 (center). The response
of the watermark detector to the codemarks is shown in fig-
ure 1 (right): the response to the correct watermark is much
larger than the responses to the others, suggesting the pos-
sibility of achieving very low false positive and false neg-
ative rates.

The watermarked image was, next, attacked in many
ways. JPEG coding with decreasing quality was applied to
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Figure 1: Original image ”Lenna” (left), the watermarked copy with parameters � = 0:2, L = 25000, M = 16000
(center), and the corresponding detector response to 1000 randomly generated watermarks (right).

the signed image: the detector response is above the thresh-
old until quality is larger than 10%, (Figure 3), although the
image is visibly distorted (Figure 2). The watermarked im-

Figure 2: JPEG copy of the watermarked image ”Lenna”.
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Figure 3: Detector response of the JPEG copy of the water-
marked image ”Lenna”.

age was filtered with a low pass filter and a median filter
having window size 5�5: the responses are well above the
threshold even if the images are degraded. Operations on
the image histogram do not degrade the watermark, indeed

the detector response increases with respect to the response
obtained on the unprocessed watermarked image. This sug-
gests that to enhance the algorithm performance, it is pos-
sible to preprocess the possibly corrupted image before the
watermark detection by means of a histogram equalization
or a histogram stretching. As further tests, the Lenna image
was corrupted by the addition of zero mean Gaussian noise
with variance �2 = 6000, and next a dithered copy was ob-
tained. Though image degradation is very heavy, the mark
is still easily recovered.

Figure 4: Watermarked images ”Lenna” after addition of
gaussian noise (left), and after dithering (right).

In practical applications, geometric manipulations in-
clude resizing and cropping; the watermark turns out to
be extremely resistant against resizing algorithms: figure 5
(left) shows the watermarked image ”Lenna” resized from512� 512 to 256� 256; in addition, as long as the cropped
area is not too small, the watermark can still be detected:
in figure 5 (right) the watermarked image ”Lenna” having
the cropped area equal to 50% of the original image is il-
lustrated. Some applications require that more than one
watermark is inserted in the image. For example, copy-
right protection requirements could ask for two marks to
be embedded in the image, one referring to the data cre-
ator and one indicating the authorized consumer. Of course,
all the marks embedded in the image should be detected by



Figure 5: Watermarked images ”Lenna” after resizing
(left), and after cropping (right).
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Figure 6: Image ”Lenna” with five different watermarks
(left), and its detector response (right).

the decoder. On the other side, several watermarks could
be inserted aiming at making the original mark unreadable.
To test our algorithm, the original image was watermarked,
then the watermarked copy was signed again with a differ-
ent watermark, and so on until an image with five different
watermarks was obtained (see Figure 6 (left)). As shown in
Figure 6 (right), the system detects all the watermarks em-
bedded in the image.

4 Summary and Conclusions
In this paper a new watermarking algorithm for digi-

tal images operating in the frequency domain is presented:
a sequence of pseudo-random real numbers having nor-
mal distribution is embedded in a set of DCT coefficients,
selected by arranging the DCT coefficients in a zig-zag
scan like in the JPEG algorithm, and by extracting the
first L + M coefficients; the lowest L coefficients are
skipped to preserve the perceptual invisibility, and the wa-
termark is embedded in the following M coefficients. Af-
ter embedding, the watermark is adapted to the image to
be signed by exploiting the masking characteristics of the
Human Visual System in order to achieve watermark in-
visibility without diminishing its robustness. Experimental
results demonstrate that the watermark is robust to several
signal processing techniques and geometric distortions, in-
cluding JPEG compression, low pass and median filtering,
histogram equalization and stretching, gaussian noise addi-
tion, resizing, cropping and multiple watermarking. Future

research will focus on colour image watermarking (cur-
rently colour images are watermarked by simply process-
ing the image luminance, thus ignoring the correlation be-
tween image bands); more experimental work is needed to
look for the optimum selection of the mark length and its
optimum positioning in the DCT spectrum. Also the maxi-
mum number of marks that can be generated without com-
promising the algorithm robustness requires deeper inves-
tigation.
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