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An Evolutionary Approach to Generate Fuzzy
Anomaly Signatures

Fabio González Jonatan Gómez Madhavi Kaniganti Dipankar Dasgupta

Abstract— This paper describes the generation of fuzzy signa-
tures to detect some cyber attacks. This approach is an enhance-
ment to our previous work, which was based on the principle
of negative selection for generating anomaly detectors using ge-
netic algorithms. The present work includes a different genetic
representation scheme for evolving efficient fuzzy detectors. To
determine the performance of the proposed approach, which is
named Evolving Fuzzy Rules Detectors (EFR), experiments were
conducted with three different data sets. One data set contains
wireless data, generated using network simulator (NS2) while the
other two data sets are publicly available. Results exhibited that
our approach outperformed the previous techniques.

I. INTRODUCTION

There are two main approaches to build intrusion detection
systems (IDS): misuse detection and anomaly detection. The
misuse detection approach uses patterns (called signatures) to
detect the presence of a known attack. A signature can be a
portion of code, a pattern of behaviour, a sequence of system
calls, etc. The anomaly detection approach builds a model of
normal behaviour of the system. Any system behaviour that
does not match this model is reported as an anomaly.

Each approach has advantages and disadvantages.The main
advantage of misuse detection is the effective and efficient de-
tection of known attacks; however, new attacks will be un-
likely detected. The strongest point of the anomaly detection
approach is its capability in detecting unknown attacks; how-
ever, it may report unseen normal behaviour of the system as
an anomaly generating high number of false alarms. An ideal
intrusion detection system will combine the advantageous char-
acteristics of each approach to generate a high detection rate
while keeping a low number of false alarms.

Approaches based on artificial immune systems (AIS) have
been applied successfully to perform anomaly detection [1], [2],
[3], [4]. One major difference with other anomaly detection
techniques is that AIS builds a model of the abnormal instead
of the normal. This abnormal model is described in terms of a
set of anomaly detectors which are generated by an algorithm
called negative selection [5]. Depending on the representation
used, it is possible to see these detectors as signatures of un-
known attacks that can be combined with signatures generated
by a misuse detection approach to produce an integrated IDS.
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In [6], an anomaly detection technique, which uses the NS
algorithm, was proposed. This approach evolves detectors in
the non-self (abnormal) space using a genetic algorithm. The
evolved detectors had a hyper-rectangular shape that could be
interpreted as rules. The paper demonstrated the usefulness of
such a technique to detect a wide variety of intrusive activities
on networked computers. This approach was improved in sub-
sequent works by modifying the genetic niching technique [7],
and introducing a fuzzy representation of the rule detectors.

The purpose of the present work is to further improve the ap-
proach proposed in [6], [7] by introducing a higher level chro-
mosomal representation of the rule detectors based on the struc-
tured genetic algorithm [8]. The technique proposed in this
paper is used to detect anomalies in network traffic generated
by denial of service attacks in a simulated wireless network .
Additional experimentation is performed with other intrusion
detection data sets publicly available.

II. PREVIOUS WORK

Forrest and her group [5] proposed the negative selection
(NS) algorithm. This algorithm is inspired by the mechanism
used by the immune system to train the T-cells to recognize
antigens (non-self) and to prevent them from recognizing the
body own cells (self). The algorithm can be summarized as fol-
lows: first, a set of detectors is generated (e.g. randomly), then,
these detectors are compared against the self (normal) set, fi-
nally, those detectors that match any self element are discarded,
and those that do not are kept.

There are different variations of the algorithm and it was able
to solve anomaly detection problems [2], [9], fault detection
problems [10], [11], to detect novelties in time series [12], [13],
and even applied to function optimization [14].

In [6], a new version of the negative algorithm was proposed.
The main differences with respect to the negative selection al-
gorithm of Forrest et al. [5] are:
� The elements of self/non-self space are represented by � -

dimensional real vectors.
� The detectors correspond to hyper-rectangles in

���
and

have a high level representation as rules.
� The detectors are evolved using a genetic algorithm that

maximizes the covering of the non-self space while mini-
mizing the matching of self points. A niching technique is
used in order to evolve multiple detectors that cover coop-
eratively the non-self space.

Figure 1 shows an example of the type of coverage generated
by this algorithm. The basic structure of these detector rules is
as follows:
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Fig. 1. Approximation of the non-self space by rectangular interval rules.

Fig. 2. Two different set of detector rules define two levels of deviation in the
non-self space.

���
: If ��� ��� � then non_self
...

...
...�	�

: If ��� ��� � then non_self

where,
� ��� ����
��� � � � � ��� 
����������� 
 ��� and . . . and � � �

� � ��� 

� � �!���!� 
� �

�#" � � �%$&$&$'� � �!( is a feature vector
� � � ���*)
 ��������� ) 
 � specifies the lower and upper values for the

feature �+
 in the condition part of the rule
� ) .

The condition part of each rule defines a hyper-rectangle in the
feature space ( � , $ , �%-�$ , � � ). Then, a set of these rules tries
to cover the non-self space with hyper-rectangles. For the case
�.�0/ , the condition part of a rule represents a rectangle. Figure
1 illustrates an example of this kind of cover for �.�0/ .

This work also proposed a mechanism that allows to esti-
mate the level of deviation from the normal. The non-self space
is further divided in different levels of deviation. In Figure 2,
these levels of deviation are shown as concentric regions around
the self zones. The genetic algorithm is run as many times as
deviation levels are needed. The difference between each run is
determined by a variability parameter which specify the degree
of variation from the normal set.

In [7] an improvement of this algorithm was proposed.
Specifically, it used a different niching technique to generate the
rule detectors. The initial algorithm used a sequential niching
technique, whereas the new one used deterministic crowding,
which proved to be more efficient on generating good anomaly
detector rules.

III. GENERATING ANOMALY DETECTION SIGNATURES

The technique used in this paper is based on the one de-
scribed in the previous section [6], [7]. Also, it incorporates the
improvement proposed in [Fuzzy03 paper] which adds fuzzy

logic to the representation of the rule detectors. The use of
fuzzy rules improves the accuracy of the method and produces
a measure of deviation from the normal that does not need a
discrete division of the non-self space. The present work in-
troduces a new chromosomal representation of the rule detec-
tors based on the structured genetic algorithm (StGA) proposed
by Dasgupta in [8]. This new chromosomal representation im-
proves the convergence of the algorithm making it more effi-
cient without sacrificing accuracy.

A. Anomaly detection with fuzzy rules

The self/non-self space corresponds to � , $ , �1-2$ , � � ; there-
fore, an element � in this space is represented by a vector" � � �%$1$%$3� � � ( where xi �0� , $ , �1-2$ , � . A fuzzy detection rule has
the following structure:

435 � � �76 �98 $%$1$ � � �:6 �	;1<>=@? non_self �
where" � � �%$1$%$ � � ( : element of the self/non-self space being evaluated6 
 : fuzzy set8 : fuzzy conjunction operator (in our case, ACB&D " ( )
The fuzzy set 6 
 is defined by a combination of basic fuzzy
sets (linguistic values). Given a set of linguistic values E �F E � �1$%$1$%� E�G�H and a subset I6 
KJ E associated to each fuzzy set6 
 ,

6 
 � L
M�NPO>QR�S E ) �

where T corresponds to a fuzzy disjunction operator. We used
the addition operator defined as follows:

U�V�W@X " � ( � ACB&D F U�V " � (ZY U�X " � ( �1- H $
The following is an example of a fuzzy detector rule in a

self/non-self space with dimension �[�]\ and using linguistic
values E � F E �_^#��` H :
4%5 � �a� E 8 �+b � " Edc ^ ( 8 �+e � " ^ c ` ( ;f<Z=@? non_self

In our experiments, the basic fuzzy sets correspond to a fuzzy
division of the real interval � , $ , �%-2$ , � using triangular and trape-
zoidal fuzzy membership functions. Figure 3 shows an example
of such a division using five basic fuzzy sets representing the
linguistic values Low, Medium-Low, Medium, Medium-High
and High.

Given a set of rules:���
: If ��� ��� � then non_self
...

...
...� �

: If ��� ��� � then non_self

,

where ��� ��� 
 corresponds to the condition part of the rule
� 


,
the abnormality degree of a sample � is defined by

U
non_self

" � ( � Ahgji
'k � lnmnmnm G
F ��� ����
 " � ( H �

where ��� ��� 
 " � ( represents the fuzzy true value produced by
the evaluation of ��� ��� 
 in � . U

non_self
" � ( represents the degree

of membership of � to the non-self set; thus, a value close to
zero means that � is normal and a value close to 1 indicates that
it is abnormal.
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Fig. 3. Partition of the interval [0.0,1.0] in basic fuzzy sets.

Initialize population with random individuals;
for j = 1 to numGenerations

for k = 1 to population_size/2
Select two individuals with uniform probability
and without replacement;

Apply crossover to generate a child;
Mutate the child;
if dist(child,parent1) < dist(child,parent2)

and fitness(child) > fitness(parent1)
Substitute parent1 with child;

elseif dist(child,parent1) � dist(child,parent2)
and fitness(child) > fitness(parent2)
Substitute parent2 with child;

endif
endfor

endfor
Extract the best individuals from the population;

Fig. 4. Genetic algorithm to evolve fuzzy rule detectors

B. Evolving fuzzy detector rules

In our previous work [6], we used a genetic algorithm (GA)
combined with a niching technique to evolve a set of detec-
tor rules that cover cooperatively the non-self space. In the
present work, we use the same algorithm, but using determin-
istic crowding [15] as niching technique since it was shown to
perform better than sequential niching [16], as it was demon-
strated in [7].

The input to the GA is a set of n-dimensional feature vectors
E�� ��� � F � � �%$&$'$&� � G H , which represents samples of normal be-
havior, the population size and the number of generations. The
algorithm is shown in Figure 4.

1) Chromosome representation: For codifying the chromo-
some we chose a structured representation proposed in [8],
the Structured Genetic Algorithm (StGA). The StGA utilizes
a multi-layered structure that provides a gene activation mech-
anism and allows the codification of redundant genetic mate-
rial. The main reason to use this representation is shown in the
experimentation section below where the stGA speeds up the
GA convergence without sacrificing the quality of the results.
Thanks to the fact that a simple change in a high level structure

� � � � level 1� � � �
� �� $%$1$ � �G $1$%$ � � � $1$%$ � �G level 2

gene 1 gene �

" � � $%$1$ � � � �� $%$1$ � �G $1$%$ � � � $%$1$ � �G (
Fig. 5. Structure of the chromosome representing the condition part of a rule.
Each gene represents an atomic condition �
	���
	 and each bit � 	� is ’on’ if and
only if the corresponding basic fuzzy set � � is part of the composite fuzzy set
 � .

can accomplish a phenotypic change that will need a sequence
of many random changes in a conventional GA. This charac-
teristic is specially useful for us, given the high dimensionality
of the search space and the large size of data sets, which are
typical in computer security applications.

Each individual (chromosome) in the genetic algorithm rep-
resents the condition part of a rule, since the consequent part is
the same for all the rules (the sample belongs to non-self). We
used a two-level stGA representation. The high level bits cor-
respond to the features, that is, the length of the high level por-
tion of the chromosome is same as the dimension of the feature
space, � . Each bit in the high level portion of the chromosome
will tell whether a feature is considered in the condition or not.
The low level portion of the chromosome represents the list of
atomic conditions that constitute the condition part of the rule.

According to Section III-A, a condition is a conjunction of
atomic conditions. Each atomic condition, � 
 � 6 
 , corre-
sponds to a gene in the chromosome that is represented by a
sequence " � 
 � �%$1$%$3� � 
G ( of bits, where � ��� E � (the size of the
set of linguistic values) and �



)
� - if and only if E ) J 6 
 . That

is, the bit �


) is ’on’ if and only if the corresponding basic fuzzy

set E ) is part of the composite fuzzy set 6 ) .
Figure 5 shows the structure of the chromosome which is

� Y ��� � bits long ( � is the dimension of the space and � is
the number of basic fuzzy sets).

2) Fitness Evaluation: The fitness of a rule
� 


is calculated
taking into account the following two factors:
� The fuzzy true value produced when the condition part of

the rule, ��� ��� 
 , is evaluated for each element � from the
self set: is a number of elements in the training set E , that
belongs to the subspace represented by the rule:

� � ��� ��������� � � � " � ( �
�

� O�M��! #" ��� ��� 
 " � (
� E$� ��� �

� The fuzzy measure of the volume of the subspace repre-
sented by the rule:

�@� �&% �'� " � ( �
�(

'k � �)��*

� % ��� " 6 
 ( �

where �'��* � % �+� " 6 
 ( corresponds to the area under the
membership function of the fuzzy set 6 
 .

The fitness is defined as:

� ��, � � ��� " � ( � �.- " -
/ � � ��� ��������� � � � " � (�(�Y " -0/ � ( - �@� �&% �'� " � ( �
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TABLE I
DATA SETS USED FOR EXPERIMENTATION

Data Set Training Testing

Normal Abnormal

Wireless 1160 958 202
Darpa 99 4000 5136 56

KDD-Cup 99 76222 19056 396745

where � , ,�� � � -2� is a coefficient that determines the
amount of penalization that a rule suffers if it covers normal
samples. The closer the coefficient to 1 the higher the penaliza-
tion. In our experimentation, we used values between 0.8 and
0.9.

3) Individual’s Distance Calculation: A good measure of
distance between individuals is important for deterministic
crowding niching, since it allows the algorithm to replace in-
dividuals with closer individuals. This allows the algorithm to
preserve and form niches.

In this work we use the Hamming distance, because there is
a strong relation between each single bit in the chromosome
with a single fuzzy set of some particular attribute of the search
space. For example, if the � ) 
 bit (see Figure 5), in both parent
and child fuzzy rule detectors is set to one, both individuals in-
clude the atomic sentence � 
 � � ) , i.e., they use the � th fuzzy
set to cover some part of the � th attribute. Then, the more num-
ber of bits the parent and the child have in common, the more
area they will cover in common.

IV. EXPERIMENTATION

In order to determine the performance of the proposed ap-
proach (Evolving Fuzzy Rules Detectors - EFR), experiments
were conducted with three different data sets as shown in ta-
ble I. For determining the scalability of the proposed approach,
each individual performs a random sampling of the training set.
The size of the sampling was fixed to 400 data elements. Also,
two different algorithms were tested in order to compare the
performance of the proposed approach: Evolving Rule Detec-
tors (ERD), a non fuzzy method as explained in section II, and
Parallel Hill Climbing of Fuzzy Rules Detectors (PHC), which
is an optimization algorithm based on random mutations of po-
tential solutions population. The algorithms were run 1000 iter-
ations with a population size of 200 individuals. The mutation
probability for the ERD algorithm was fixed to 0.1 and the ERD
was run four times, each time with a different level of deviation
(0.1, 0.2, 0.3, and 0.4). The crisp detectors (hyper rectangles)
generated by each run are combined to define the final set of
detectors produced by the ERD.

There are two elements that define the cost function of an
anomaly detection system: the false alarm rate (FA), the system
produces an alarm in normal conditions, and the detection rate
(DR), the system detects an attack. A good intrusion detection
system is one that has low FA and high DR. In order to compare
the performance of the proposed approach we generated a ROC
curve [17] for each of the algorithm tested. Also the reported
DR is the detection rate obtained for each algorithm when the
FA was fixed to 3%.

TABLE II
TOPOLOGY SETTINGS USED FOR THE INFRASTRUCTURE

EXPERIMENTATION

Attribute Value

X Range 670
Y Range 670
Ad-hoc Routing Destination-

Sequenced
Distance-Vector

Number of Mobile Nodes 3
Number of Wired Nodes 2
Number of Base Stations 1
Stop time for the simula-
tion

600 seconds

Mac Protocol 802.11

Fig. 6. Connection topology of the infrastructure network.

A. Wireless data set

We used Network Simulator 2(NS2) [NS2 reference] to de-
velop a simulation environment for an infrastructure wireless
network1. We have developed some intrusions using NS2 (de-
tails explained later). Then these anomalies (intrusions) were
detected using the proposed approach.

1) Wireless Infrastructure Network:: The environment has
a base station (access point) and three wireless nodes communi-
cating with the base station. Also the base station is attached to
two other wired nodes. Wireless node 1 sends FTP traffic using
TCP to wired node 1, here wireless node acts as the source and
the wired node acts as the sink. Similarly the second wireless
node sends FTP traffic to second wired node. Lastly the third
wired node sends CBR traffic using UDP to the third mobile
node. Topology settings are shown in Table II.

Traffic flows among different nodes is shown diagrammati-
cally in Figure 6. Wireless nodes are represented as WN’s and
�
In an infrastructure wireless network the mobile nodes communicate with

the wired network with the help of base stations.
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the WiredNodes are represented as N’s and Traffic among the
nodes is represented with dotted lines in Figure 6. FTP traffic
flows between WN1 and N1 and also between WN2 and N2
where WN1, WN2 are the TCP agents and N1, N2 are the TCP
Sink agent. CBR traffic flows between WN3 and W2 where
WN3 is the UDP agent and W2 is the null agent.

a) Attack Method: Access point spoofing: An attacker
sets up his or her own access point, known as a rogue, near the
target network or in a public place where the victim might be-
lieve that wireless Internet access is available. If the rogue ac-
cess point’s signal is stronger than the signal of the real access
point, then in many cases, the victim’s computer will connect
to the rogue access point. Then, the attacker can wait for the
victim to type in passwords or inject attack code into the infor-
mation flow to compromise the victim’s computer.
Main goal of generating this attack is to allow Snooping, pass-
word acquisition, identity theft, network access on the WLANs.

Here in our experiment we followed a similar approach to
generate the attack. We introduced a second malicious base
station near the vicinity of the first base station. Also the mali-
cious base station has higher signal strength than the actual one.
In such a situation one of our mobile node (node 3) communi-
cates with malicious base station. This resulted in access point
spoofing. We have monitored parameter values like the packet
size and number of received packets occurring at the legitimate
base station both in the normal conditions and during the attack
period. Then once the data is collected we were able to detect
these anomalies based on the fuzzy rules.

Description of the features collected is shown in Table III
below.

The attack is generated between 200 to 250 seconds and
again between 400 to 450 seconds. The attack is generated
by introducing a malicious base station using higher signal
strength than the legal (original) base station thus spoofing the
base station.

2) Results and analysis: The results shown here correspond
to the experimentation performed using the Infrastructure Data
Set. The experiments were conducted using five techniques:
� Evolving Fuzzy Rules (EFR)
� Evolving Rule Detectors (ERD)
� Parallel Hill Climbing (PHC)
� Structure GA using PHC (SGA PHC)
� Structure GA using EFR (SGA EFR)

Experimentation was performed using these techniques varying
the number of iterations.

Figure 7(a) shows the ROC Curve generated by EFR when
the number of iterations was varied (between 25 and 200). It is
clear that the performance of EFR increases when the number
of iterations increases too.

Figure 7(b) is similar to the one in Figure 7(a) but using a
different technique, Evolving Rule Detectors (ERD).

It can be observed that the ERD is very sensitive to the num-
ber of iterations and to the initial population. For example,
when the number of iterations is 25 the performance of ERD
is worst than with 50 iterations. Also when the number of iter-
ations is high (150) the performance was not good. The results
indicate that a good value for the number of iterations is be-
tween 50 and 100. It can be due to the fact that ERD generates

a huge number of detectors.
Figure 7(c) shows the ROC Curve for stGA using PHC vary-

ing the number of iterations. It can be observed that stGA with
PHC is sensitive to the number of iterations. The performance
is worse when the number of iterations is 25, slightly better
when it is 50. The performance is good and almost the same
when the number of iterations falls between 75 and 200.

Figure 7(d) shows the ROC Curve for stGA varying the num-
ber of iterations. It can be observed that stGA is almost not
sensitive to the number of iterations. Only when the number
of iterations is big (200) the efficiency of the StGA decreases a
little. Clearly, the StGA is speeding up the evolution process.

In Figure 8(a) we can see the performance of all the five tech-
niques when the number of iterations was fixed to 150. It is
clear that in almost all the techniques, PHC is worst that ERD
in only in a small portion of the ROC curve, based on fuzzy
rule detectors outperform the crisp version. It is clear that the
StGA approaches perform better than the other techniques. It
can due to the fact that the StGA speeds up the convergence of
the evolutionary process.

In Figure 8(b) we can see the performance of all the five tech-
niques when the number of iterations was fixed to 75. Again,
the StGA techniques outperform the other techniques. On the
other hand, the crisp version ERD outperforms the GA and the
PHC. A possible explanation for this behavior is that the ERD
is generating a large number of small detectors that are covering
a large part of the non-self space.

But when the iteration size was changed to 25generations,
noteworthy changes were observed as shown in Figure 8(d).
StGA using EFR outperformed other techniques.

B. KDD Cup 99

This data set is a version of the 1998 DARPA intrusion de-
tection evaluation data set prepared and managed by MIT Lin-
coln Labs [18]. Experiments were conducted on the ten percent
that is available at the University of Irvine Machine Learning
repository 2. Forty-two attributes, that usually characterize net-
work traffic behavior, compose each record of the 10% data set
(twenty-two of them numerical). Also, the number of records
in the 10% is huge (492021).

1) Experimental settings: We generated a reduced version
of the 10% data set including only the numerical attributes,
i.e., the categorical attributes were removed from the data set.
Therefore, the reduced 10% data set is composed by thirty-three
attributes. The attributes were normalized between 0 and 1 us-
ing the maximum and minimum values found. An 80% of the
normal samples were picked randomly and used as training data
set, while the remaining 20% was used along with the abnormal
samples as a testing set. Five fuzzy sets were defined for the 33
attributes. For reducing the time complexity of the ERD al-
gorithm, 1% of the normal data set (randomly generated), was
used as a training data set.

2) Results and Analysis: The performance obtained by the
S-PHC and S-EFR algorithms are almost the same while are
better than the performance obtained by ERD, see Figure 9. Ta-
ble IV compares the performance of the tested algorithms and

�

http://kdd.ics.uci.edu/databases/kddcup99/
kddcup99.html.
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TABLE III
SELECTED FEATURES AND THEIR DESCRIPTION FOR INFRASTRUCTURE EXPERIMENTATION

Feature Description

Received Packets Length The size of the receive packets by node2 was collected
during the specified time intervals. This is used to de-
termine if there is any increase in the size of the pack-
ets received.

Number of Received Packets The number of packets receive by the legal base station
is collected to monitor the traffic going through it.

Number of TCP packets received Monitoring the number of TCP packets received by
node2.

Number of TCP ACK packets re-
ceived

Monitoring the number of TCP ACK packets received
by node2.

Number of Constant Bit Rate (CBR)
packets received

Monitoring the number of CBR packets received by
node2.

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  0.2  0.4  0.6  0.8  1

D
et

ec
tio

n 
R

at
e

False Alarm Rate

EFR

25 Gen.
50 Gen.
75 Gen.

150 Gen.
200 Gen.

(a)

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  0.2  0.4  0.6  0.8  1

D
et

ec
tio

n 
R

at
e

False Alarm Rate

ERD

25 Gen.
50 Gen.
75 Gen.

150 Gen.

(b)

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  0.2  0.4  0.6  0.8  1

D
et

ec
tio

n 
R

at
e

False Alarm Rate

SGA PHC

25 Gen.
50 Gen.
75 Gen.

150 Gen.
200 Gen.

(c)

 0.5

 0.55

 0.6

 0.65

 0.7

 0.75

 0.8

 0.85

 0.9

 0.95

 1

 0  0.2  0.4  0.6  0.8  1

D
et

ec
tio

n 
R

at
e

False Alarm Rate

SGA Crossover

25 Gen.
50 Gen.
75 Gen.

150 Gen.
200 Gen.

(d)

Fig. 7. ROC curves comparing different number of iterations for each of the studied techniques: (a) Evolving fuzzy rule detectors, (b) Evolving rule detectors,
(c) StGA with parallel hill climbing, and (d) StGA with fuzzy rules
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Fig. 8. ROC curves comparing all the five techniques for different number of iterations (generations): (a) 150 iterations, (b) 75 iterations, (c) 50 iterations, and
(d) 25 iterations.

Fig. 9. ROC curves generated by the three algorithms tested with the KDD-
Cup 99 data set

some results reported in the literature. The FA-DR reported in
table IV is the closest value to the optimal point (0,1). Amaz-
ingly, the number of detectors using fuzzyfication is very small
compared to the number of detectors using the crisp character-
ization. It can be due to the high dimensionality of the data set
(33 attributes).

According to table IV, the performance of S-EFR is compa-

TABLE IV
COMPARATIVE PERFORMANCE IN THE KDD CUP 99 PROBLEM

Algorithm DR% FA% # Detectors

S-EFR 98.22 1.9 14

S-PHC 99.17 3.9 32

ERD 96.02 1.9 699

EFRID[19] 98.95 7.0 -

RIPPER-AA[20] 94.26 2.02 -

rable with the performance of approaches reported in the liter-
ature and in many cases performs better. For example, when
S-EFR is compared with RIPPER-AA the detection rate is al-
most the same (close to 2%) but S-EFR has a higher DR (4%
more abnormal samples detected). Now, compared with the
crisp approach (ERD) the performance is also superior (2.2%
more abnormal samples detected). Clearly, the fuzzy character-
ization of the abnormal space reduces the number of false alarm
while the detection rate is increased.

Besides the detection rate reached by the S-PHC algorithm
is higher than that reached by S-EFR, the false alarm rate is
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Fig. 10. ROC curves generated by the three algorithms tested with the Darpa
99 data set

also higher (3.9%) than in the S-EFR (1.9%). Also, the num-
ber of fuzzy rules detectors generated by S-PHC is large (32)
compared with the generated by S-EFR (12).

C. Darpa 99

This data set, was also obtained from the MIT-Lincoln Lab
[18]. It represents both normal and abnormal information col-
lected in a test network, where simulated attacks were per-
formed. The data set is composed of network traffic data (tcp-
dump, inside and outside network traffic), audit data (bsm), and
file systems data. We used the outside tcpdump network data
for a specific computer (e.g., hostname: marx), and then we ap-
plied the tool tcpstat to get traffic statistics. The first week’s
data was used for training (attack free), and the second week’s
data for testing (this includes some attacks). We only consid-
ered the network attacks in our experiments.

1) Experimental Settings: Three parameters were selected
(bytes per second, packets per second and ICMP packets per
second), to detect some specific type of attacks. These parame-
ters were sampled each minute (using tcpstat) and normalized.
Because each parameter can be seen as a time series function,
the features were extracted using a sliding overlapping window
of size � � \ . Therefore, two sets of 9-dimensional feature
vectors were generated: one as training data set and the other
as testing data set. Ten fuzzy sets were defined for each feature
extracted.

2) Results and Analysis: The performance reached by the
S-PHC and S-EFR algorithms are almost the same while are
better than the performance reached by ERD, see Figure 10.
These results confirm the hypothesis that a good fuzzyfication
of the search space allows fuzzy rule based algorithms to reach
a higher performance level than the algorithm based on a crisp
characterization of the search space.

Table V compares the performance of the tested algorithms
over the Darpa 99 data set. The S-EFR and S-PHC algorithms
( both of them based on fuzzy rules detectors), outperformed
the ERD algorithm (based on a crisp characterization). Those
methods increase the DR in at least 5%. The performance
reached by S-EFR and by S-PHC are almost the same, but the
number of fuzzy rules detectors generated by S-EFR is lower
than the generated by S-PHC. In this way the proposed ap-
proach generates a simpler characterization of the abnormal
space than S-PHC does.

TABLE V
COMPARATIVE PERFORMANCE IN THE DARPA 99 PROBLEM

Algorithm DR% # Detectors

S-EFR 94.63 7

S-PHC 94.63 9

ERD 89.37 35

V. CONCLUSIONS AND FUTURE WORK

This paper presents a new technique that allows to generate
a set of fuzzy rules that characterize the non-self space (abnor-
mal) using as input only self (normal) samples. This work ex-
tended a previous work that used crisp rules as detectors. The
experiments performed show that the proposed approach per-
forms better than the previous one and is comparable with other
results reported in the literature. The following are the main ad-
vantages of the new approach:
� It provides a better definition of the boundary between nor-

mal and abnormal. The previous approach used a discrete
division of the non-self space, whereas the new approach
does not need such a division since the fuzzy character of
the rules provide a natural estimate of the amount of devi-
ation from normal.

� It shows an improved accuracy on the anomaly detection
problem. This can be attributed to the fuzzy representation
of the rules which reduce the search space, allowing the
evolutionary algorithm to find better solutions.

� It generates a more compact representation of the non-self
space by reducing the number of detectors. This is also a
consequence of the expressiveness of the fuzzy rules.

Our future work will explore the application of more advanced
genetic algorithm representations such as structured GA [?] and
perform a more extensive testing with other real data sets.
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