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Introduction

1. This paper has been prepared to heighten awareness regarding the current 
varying definitions of identity crime terms, with a view to achieving as much 
consistency in the use of terminology as is possible (particularly the way in 
which these terms relate to individuals).1

2. A discussion paper was prepared in May 2004 and made available for public 
comment on the Australian Transaction Reports and Analysis Centre (AUSTRAC) 
and Australasian Centre for Policing Research Centre (ACPR) websites by 31 July 
2004. Comments received were then considered and adopted or incorporated 
into the paper, where appropriate.

1 It is recognised that further work will need to be undertaken in relation to company and other entityIt is recognised that further work will need to be undertaken in relation to company and other entity 
names.
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Background

3. The workplans underpinning the Australasian Identity Crime Policing Strategy 
2003-2005 include a tasking, under the Strategic Focus Area of Prevention, as 
follows:

 Work towards standardising definitions of identity crime, identity fraud  
 and identity theft for use amongst law enforcement.

4. The tasking appears under Objective 1.2 which states:

 Contribute to sound research and maintain accurate statistics on identity  
 crime by supporting and contributing towards a range of initiatives.

5. In light of this tasking, the Police Commissioners’ Australasian Identity Crime 
Working Party (AICWP) initiated the preparation of this paper, a draft copy of 
which was tabled in early 2004 at an AUSTRAC Proof of Identity (POI) Steering 
Committee meeting for comment and feedback. It was then decided, in light 
of the importance of the issue, to further develop the paper jointly. Comments 
on the draft paper were also received from members of the Action Group into 
the law enforcement implications of Electronic Commerce (AGEC) (chaired by 
AUSTRAC).
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Discussion

6. Currently, the various terms of 'identity crime', 'identity theft' and 'identity fraud' 
are used in differing ways within Australia and overseas. The aim of this paper 
is to assist in clarifying the meaning and scope of identity crime terms and to 
promote consistency in future utilisation.

7. In the United States of America, the term 'identity theft' is generally used to cover 
all types of identity crime. However, recent publications would indicate that 
there is an attempt being made to distinguish between identity theft and fraud 
(Gordon et. al., 2004). The US has the Identity Theft and Assumption Deterrence 
Act which was passed in 1998. This legislation created a new offence of 'identity 
theft' which prohibits knowingly transferring or using, without lawful authority, 
a means of identification of another person with the intent to commit, or to aid 
or abet, any unlawful activity that constitutes a violation of Federal law, or that 
constitutes a felony under any applicable State or local law.

8. The United Kingdom government appears to use 'identity fraud' as a generic 
term (UK Cabinet Office 2002; UK Secretary of State for the Home Department 
2002 and 2004).

9. In Australia, definitions adopted within policing entail the use of 'identity crime' 
as a generic description to cover all types of identity crime.

10. It needs to be recognised that the term 'identity crime' is used fairly loosely. A 
number of State, Territory and Commonwealth agencies appear to use the terms 
'identity crime' and 'identity fraud' interchangeably.

11. At the moment, except under South Australian law,2 it is not a mainstream 
criminal offence to steal or assume someone’s identity.3 Rather, for law 
enforcement, it is more critical to examine any subsequent actions (undertaken 
in the stolen/assumed name) and assess whether this might constitute a criminal 
offence, say, fraud or forgery.

12. The 2003 Securities Institute Research Centre of Asia-Pacific (SIRCA) report 
on the nature, cost and extent of identity crime used the term 'identity fraud' 
to seemingly pick up all types of identity crime (Cuganesan & Lacey, 2003). 
The report went on to comment on the 'different and sometimes conflicting 
definitions and conceptions of identity fraud' (Cuganesan & Lacey, 2003, p.9). Its 
discussion of the definitional issue indicates the complexity of clearly defining 
the various terms.

2 Part 5A of the Criminal Law Consolidation Act 1935 (SA).
3 Under Commonwealth law, it is an offence to dishonestly obtain personal financial information or deal in 
personal financial information without consent. The definition of 'personal financial information' is broad 
enough to include all identifiers except biometic identifiers – see Part 10.8 of the Criminal Code Act 1995.
Section 73.9-73.11 of the Criminal Code Act 1995 details offences relating to the assumption of a person’s’ss 
identity using travel or identity documents.
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13. It is interesting to note that the SIRCA study did not include 'skimming'4 for the 
purposes of its cost estimates (based on its operationalisation of the identity fraud 
construct).5 In contrast, the Australian Crime Commission includes 'skimming' 
within the category of 'identity theft'.

14. At the present time, the policing approach includes 'skimming' (including the 
downloading of data from the magnetic strip on the back of credit cards), as a 
form of identity crime. Differing views exist as to whether 'skimming' is better 
described as identity theft or identity fraud. 

15. In the alterative, 'skimming' could be viewed as simply a physical means of 
obtaining a person’s financial details. It is the use to which those financial details 
are put that would determine if the financial details are used to steal/assume a 
person’s identity (identity theft) or are used to commit a simple financial theft 
(e.g. unlawful credit card purchases). 

16. Any proposed identity crime/fraud/theft definitions will need to ensure that the 
same types of activities are caught by the use of particular terms. As the SIRCA 
report commented (Cuganesan & Lacey 2003, p.23):

… prior research seldom discusses what is to be included as identity 
fraud and what is to be excluded. This lack of operationalisation results in 
significant ambiguity in interpretation.

17. The SIRCA report undertook a useful analysis of various identity crime/fraud 
definitions then in use (Cuganesan & Lacey 2003, pp.22-24). The report does 
point out a deficiency in that many definitions, including the original definitions 
in the Australasian Identity Crime Policing Strategy 2003-2005, did not really 
take into account the misuse of company or other entity names. This is an 
important issue as criminal activity that involves the use of third party via 'front' 
business entities and 'sham' directors to perpetrate fraud, arguably needs to be 
encompassed by the relevant terms.

4 'Skimming' is defined in the Model Criminal Code Officers Committee (MCCOC) proposed offences 
as 'the process by which legitimate credit card data is illicitly captured or copied, usually by electronic 
means'. This definition encompasses the remote skimming of data by tapping into telephone data cables to 
download credit card data or using Internet 'ghost' or 'mirror' bank sites to capture credit card data.
5 Skimming was considered to fall within the broadest interpretation of identity fraud which includedSkimming was considered to fall within the broadest interpretation of identity fraud which included 
events where existing products/services were accessed by unauthorised individuals but no explicit act of 
impersonation occurred (Cuganesan & Lacey 2003, p.27)., p.27).p.27).
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The concept of false identity

18. False identities can relate to either natural persons (living or deceased) or to 
corporate entities. False identities can be established in the following ways:

The creation of a fictitious identity (Identity Fabrication);

The alteration of one’s own identity (Identity Manipulation);6 or

The theft or assumption of a pre-existing identity (Identity Theft), which may 
also involve subsequent manipulation.

19. The use of false identities has been linked to a range of offences, including major 
crimes such as people smuggling and trafficking, drug trafficking, terrorism and 
money laundering, but is most commonly linked to fraud.

•

•

•

6  Involves the alteration of one or more elements of identity (e.g. name, date of birth, address).Involves the alteration of one or more elements of identity (e.g. name, date of birth, address).
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Current definitions and descriptions

20. The definitions of Identity Crime, Identity Fraud and Identity Theft, currently used 
within Australasian policing, are discussed below:

IDENTITY CRIME

Identity crime refers to offences in which a perpetrator uses a false identity 
in order to facilitate the commission of a crime.�

21. This definition is very broad and will pick up a wide range of identity-related 
crimes. It may be necessary to refine the description. For instance, policy makers 
may not necessarily want to pick up offences of under-age drinking or under-age 
entry to nightclubs in the category of 'identity crime'. Consideration will also 
need to be given to the classification of offences dealing with the possession, 
distribution and manufacture of relevant items, devices etc. used to facilitate the 
creation of fictitious identities or to alter/manipulate existing identities.

22. At the present time in Australia and New Zealand, except under South Australian 
law,8 it is not an offence to assume or 'steal' someone’s identity. It is more a 
case of what is done with that identity that generally attracts law enforcement 
attention.

23. It also needs to be recognised that the perpetration of identity crime can be 
facilitated by the use of lawful processes (e.g. change of name via deed poll or 
the lawful use by women of their maiden and married names).

IDENTITY FRAUD

Identity fraud refers to the gaining of money, goods, services or other 
benefits through the use of a false identity.

24. Examples of identity fraud include: the use of stolen credit cards or credit card 
numbers; counterfeiting credit cards; fraudulently obtaining money, loans, 
finance and credit; fraudulently obtaining benefits, pensions or entitlements; and 
evading the payment of taxes, levies or other debts. 

25. As SIRCA points out, successful identity fraud can result in direct financial gain, 
appropriation of services, avoidance of payment or financial loss, and intangible 
benefits, such as access to citizenship, professional affiliation, and medical 
services, to name but a few (Cuganesan & Lacey 2003, p.25).

7  It should be noted that the issue of intention (or the most appropriate fault element) may need to be 
considered in determining whether a criminal offence is involved in the use of a false identity.
8  Although in the Commonwealth tax regime, there are offence provisions for the falsification orAlthough in the Commonwealth tax regime, there are offence provisions for the falsification or 
concealing of an identity with the intention of deceiving or misleading etc. under section 8U of the 
Taxation Administration Act 1953. Other examples also exist.
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26. The policing definition is not dissimilar to the AUSTRAC POI definition which 
defines identity fraud as (Cuganesan & Lacey 2003, p.24):

The possession and/or use or intent to use fraudulent and/or stolen 
documentation and/or identity information to deceive a third party for a 
benefit.

27. Both definitions take the definition further than a simple misrepresentation of an 
identity, in that the activity involves the inappropriate gaining of a benefit etc. 

28. The following issues may also need to be considered:

Whether intention or some other fault element should appear in any  
final definition (such as the dishonest use of a false identity); 

Whether it is appropriate to include 'or the avoidance of obligations'  
after 'benefits' in the current policing definition; and

Whether the definition should include instances where a perpetrator  
uses his/her own identity to gain money, goods, services or other benefits 
and claims to have been the victim of identity fraud.

IDENTITY THEFT

Identity theft involves the theft of a pre-existing identity.

29. It may involve an individual’s identity (whether a person is alive or deceased), 
or the identity of a business. It is one form of identity crime and can facilitate 
identity fraud. It generally occurs without the person’s consent but could be 
defined (particularly in legislation) to also pick up situations where consent was 
present. This would address the problem of people colluding to commit identity 
crime/theft.

30. Identity theft generally involves the assumption or take-over of an identity (or 
a significant part thereof). It is usually associated with individuals and involves 
adoption of such items as name, date of birth, address, licence number etc. It 
may occur over a prolonged period.

31. The definition could be enhanced by the inclusion of the words 'or assumption' 
after 'theft', as the word 'theft' may introduce unnecessary complications given 
legal definitions and case law. The inclusion of the word 'assumption' would also 
indicate that the owner is not deprived of his/her identity by the 'theft'9 but that 
another person (the perpetrator), in addition to the owner, is using the identity.

•

•

•

9 The identity is not stolen in the normal sense of 'theft' because the owner can and does continue to use 
his/her identity.
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South Australian Legislation

32. An examination of Part 5A of the Criminal Law Consolidation Act 1935 (SA) 
illustrates some of the issues surrounding the development of consistent 
definitions.

33. In the legislation, 'false identity' is defined as follows:

 A person assumes a false identity if the person pretends to be, or passes himself 
or herself off as, some other person;

The other person may be

a. living or dead;

b. real or fictional; or

c. natural or corporate.

34. A number of new preparatory offences are created to criminalise the theft of an 
identity that occurs before the commission of the crime that the identity theft is 
designed to facilitate. The new offences, generally speaking, attack the use of a 
false identity intending to commit a serious criminal offence; misusing another 
person’s personal identity information, intending to commit a serious criminal 
offence; and producing, possessing, selling, giving or being in possession of 
equipment for making false identity information.

35. The legislation purposely excludes, from criminal sanction, more minor 
examples of circumstances in which a false identity is used to misrepresent 
identity. The legislation expressly excluding instances of misrepresentation by a 
person under the age of 18 years for the purpose of:

Obtaining alcohol, tobacco or other product not lawfully available to 
persons under the age of 18; or

Gaining entry to premises to which access is not ordinarily allowed to 
persons under the age of 18.

36. The SA legislation is also interesting in that it raises the issue of consent and 
provides that where a person uses a false identity, even with the consent of the 
real person, there may still be an offence committed. Finally, the SA legislation 
refers to 'identity theft' in its title even though it also encapsulates what 
policing would regard as 'identity fraud'. This highlights the difficulty of getting 
consistency across the broader justice portfolio.

•

•
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Conclusion

37. In light of the above, it is considered that it would be useful to obtain some form 
of consensus in relation to definitions of identity crime terms, at least within 
Australasian law enforcement and revenue protection agencies, to assist with:

Policy development;

Research;

Training;

Marketing and community education;

Victim assistance measures;

The treatment and measurement of this phenomenon; and

The eventual development of comparable national statistics.

38. There does appear to be value in the Australian policing approach of using 
'identity crime' as a generic term to describe offences in which the perpetrator 
uses a false identity in order to facilitate the commission of a crime. Under this 
approach, Identity Fabrication, Identity Manipulation and Identity Theft would 
be recognised as separate types of identity crime (that facilitate identity fraud 
through the establishment of a false identity).

39. Such an approach should assist in the community’s understanding of the 
phenomenon of identity crime and assist in marketing and community education 
initiatives.

40. It is acknowledged that it will be difficult to achieve consistency in definitions 
within the broader national law enforcement and revenue protection arena. 
Moreover, as varying legislative regimes are introduced within State/Territory 
jurisdictions, the objective of achieving a uniform approach to the meaning of 
such terms may be made even more difficult. 

41. Attempts should be made to achieve as much consistency as is possible within 
current and future legislative and policy frameworks. Eventually, it would be 
useful to achieve some consistency in both the Australian public and private 
sectors as well as international consistency in the use of such terms.

42. On a national or Australasian level, measures will need to be put in place to 
guide what activity should actually constitute relevant criminal behaviour or 
identity crime.

•

•

•

•

•

•

•
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Recommendations

43. In light of the above, it is recommended that:

The term 'identity' encompass the identity of natural persons (living or 
deceased) and the identity of bodies corporate;

'Identity Fabrication' be used to describe the creation a fictitious identity; 

'Identity Manipulation' be used to describe the alteration of one’s own 
identity; 10

'Identity Theft' be used to describe the theft or assumption of a pre-existing 
identity (or significant part thereof), with or without consent, and, whether, 
in the case of an individual, the person is living or deceased; 

'Identity Fraud' be used to describe the gaining of money, goods, services 
other benefits or the avoidance of obligations through the use of a fabricated 
identity; a manipulated identity; or a stolen/assumed identity; and 

'Identity crime' be used as a generic term to describe activities/offences in 
which a perpetrator uses a fabricated identity; a manipulated identity; or a 
stolen/assumed identity to facilitate the commission of a crime(s).11

44. It should be recognised that an 'identity' can be established by a wide range of 
identifiers including written identifiers (such as drivers licences and passports), 
biometric identifiers (such as fingerprints and voice prints) and financial 
identifiers (such as bank account and credit/debit card data);

45. It should be noted that identity fraud is a constantly evolving crime type. It is 
therefore not possible to provide an exhaustive list of the activities that may 
constitute identity fraud. Examples of identity fraud include: the use of stolen Examples of identity fraud include: the use of stolenExamples of identity fraud include: the use of stolen 
credit cards or credit card numbers; counterfeiting credit cards; the use of stolen 
cheques; unauthorised access to online banking services; fraudulently obtaining 
money, loans, finance and credit; fraudulently obtaining benefits, pensions or 
entitlements; and evading the payment of taxes, levies or other debts. 

46. Given the complexity of the issue (including the evolving nature of identity 
crime, the issues of intention/fault element, the inclusion of company and other 
entity names, and the breadth of offences which could be captured by such 
terms etc.), it may be necessary to undertake further work in this area to more 
accurately define and expand upon the various terms used above. 

47. In addition, consideration should be given to obtaining consensus, at least within 
Australasian law enforcement and revenue protection agencies, in regard to a 
definition of the underlying concept of 'identity' and of identification related 
processes such as 'authentication'; 'verification'; 'validation'; and 'registration'.

10  Involves the alteration of one or more elements of identity (e.g. name, date of birth, address) commonlyInvolves the alteration of one or more elements of identity (e.g. name, date of birth, address) commonly 
done to dishonestly obtain dual or more access to services or benefits or to avoid established obligations.
11 Such as: identity fraud and relevant related offences including the possession, distribution and 
manufacture of relevant items, devices etc.; people smuggling and trafficking; drug trafficking; terrorism 
and money laundering.

•

•

•

•

•

•
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48. It will also be necessary to consider any overlap that may occur with e-crime 
definitions currently being developed by the Australian Bureau of Statistics (via 
the National Crime Statistics Unit) and the Australian High Tech Crime Centre. 
For instance, 'skimming' and 'phishing' (including the use of ghost websites 
to obtain personal information such as account numbers, PIN’s etc.) might 
constitute both e-crime and identity crime.

49. This paper nevertheless provides a useful starting point for developing 
appropriate definitions suitable for broad adoption within the law enforcement 
sector and other sectors.



Australasian 
Centre for

Policing Research

17

        

References

Attorney General’s Department (2001), Scoping identity Fraud, Attorney General’s 
Department, Canberra.

Australian Bureau of Criminal Intelligence (2002), Identity fraud register pilot. Final 
report, Australian Bureau of Criminal Intelligence, Canberra.

Cuganesan, S. & Lacey, D. (2003), Identity fraud in Australia: An evaluation of its 
nature, cost and extent, Securities Industry Research Centre of Asia-Pacific, 
Sydney.

Gordon, G.R., Wilcox Jr, N.A., Rebovich, D.J., Regan, T.M. & Gordon, J.B. (2004), 
'Identity fraud: A critical national and global threat', Journal of Economic Crime 
Management, Vol. 2(1), pp. 2-48.

United Kingdom. Cabinet Office (2002), Identity fraud: A study, Cabinet Office, 
London.

United Kingdom. Home Office (2002), Entitlement cards and identity fraud: A 
consultation paper, The Stationery Office, London.

United Kingdom. Home Office (2004), Legislation on identity cards: A consultation 
paper, The Stationery Office, Norwich.


