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responsible for the management of serial incarnationsof connections, while message transfer is responsiblefor the transfer of messages between the hosts withinan incarnation. Each host is associated with a nodein the network; one node is the sender and the otheris the receiver. The sender and receiver interact withthe hosts and carry out a protocol to establish an in-carnation of the connection, transfer messages fromthe sender's host to the receiver's host, and eventu-ally release the connection. It is possible that a newincarnation of the connection will be requested later.Connection management forms the transport layer inthe OSI network hierarchy and is built on top of thenetwork layer. Transport protocols are at the heart ofany wide-area communication network and form thebasis for common protocols such as electronic mail,remote procedure call, talk, ftp, and rlogin.A connection management protocol keeps informa-tion about the state of a connection in a connectionrecord [30]. Most incarnation management protocolsdepend on having connection records available aftera crash and before opening a new incarnation. Butthere are costs associated with maintaining connectionrecords. A common technique to retain connectionrecords across a crash is to keep them in stable stor-age, whose contents are una�ected by a crash. Even insystems which provide stable storage, updating it typi-cally requires long access time and using it burdens the



protocol. In addition, over a long period of time eachhost may have connections with many other hosts1,while at any speci�c moment only a few of these con-nections have active incarnations. It can become pro-hibitively expensive to keep connection records indef-initely on each potential or past connection. (Cf. theprotocol in [19] that uses synchronized clocks in orderto avoid keeping information about inactive connec-tions.) Consequently, we want to know whether it isnecessary for the sender and receiver to retain connec-tion records across crashes and between incarnations.Since connection management is such a basic task,it is important to develop a rigorous basis for preciseunderstanding of the issues concerning the appropri-ate network assumptions, the desired protocol speci-�cations, and the interactions between the two. Thistheory should capture the important features of theproblem, and still be simple enough that results canbe proved formally. We make a step in this direc-tion, focusing on the issue of retaining information forestablishing and releasing connections, as well as formessage transfer.For our results, we assume a connectionless networklayer, that is, a network layer that only supports prim-itives to send and receive packets, but does no errorchecking or ow control (e.g., IP in the TCP/IP proto-col suite [10]). We assume that the network does notduplicate packets, and also that any corrupted pack-ets are detected and discarded. In this environment,packets can be lost due to congestion, fragmentation,or a crash of an intermediate node. The network layermay or may not deliver packets in FIFO order. Wediscuss these assumptions in more detail below.Our formal treatment of the connection manage-ment problem is unique among theoretical work inmodeling the ability to release a connection based onnetwork misbehavior. Actual networks can \throw inthe towel" and decide a connection should be ter-minated because of poor performance (cf. [25, pp.377{378], and the usage of ICMP packets in TCP/IP[10, 28]). To capture this phenomenon, our formalmodel includes a special NProblem event by which theunderlying network indicates that some severe packettransportation problem has occurred, e.g., all pack-ets in transit were lost, or no packet is received dur-ing \too long" a time. A protocol that uses these1For example, the Internet, which runs TCP/IP, connectsmore than 200;000 hosts [10].

network loss no lossnon-FIFO NO YES(Theorem 2.1) (protocol)FIFO YES YES(full paper)Figure 1: IM, Information not Retained Between In-carnationsnetwork loss no lossnon-FIFO strong NO weak NOFIFO strong NO weak NO(full paper) (Theorem 2.2)Figure 2: IM, Information not Retained AcrossCrashesindications can close the connection (and stop deliv-ering messages) when some criterion on packet trans-portation is below its threshold. The use of NProblemmakes it easier to design a protocol, since the nodescan \give up" and close a connection when it occurs.Not surprisingly, it makes proving impossibility resultsmore di�cult2. In order to make our results as strongas possible, we prove our impossibility results for pro-tocols that rely on NProblem, while our protocols donot rely on NProblem to release connections.We �rst consider incarnation management (IM)when information is not retained between incarnationsand nodes do not crash. The results for this case aresummarized in Fig. 1. They indicate that correct in-carnation management is not possible for poorly be-haved networks. Speci�cally, we show that correctincarnation management is not possible for networkswhich are not FIFO and can lose packets, but it is pos-sible for networks either that are FIFO, even if packetscan be lost, or that do not lose packets, even if deliveryis non-FIFO.We then consider incarnation management in thepresence of crashes, without stable storage. Our re-sults for this case are summarized in Fig. 2. In thiscase incarnations cannot be managed correctly, al-though the severity of the misbehavior exhibited de-pends on the speci�c network assumptions. In moredetail, we show that incarnations cannot be managedcorrectly, even if the network is FIFO and does not2For example, one of the techniques in [13]|losing all thepackets in transit and still requiring the protocol to perform aparticular task|cannot be used (or requires more care).



network non-FIFO FIFOprotocol�xed NO NO(Theorem 3.1)variable NO YES(Theorem 3.2) (full paper)Figure 3: MT Allowing Fixed or Variable Grace Pe-riod, Network Loses Packetslose packets. The error demonstrated is that eventsof the two ends of the connection are not properlyinterleaved. In particular one host may transfer mes-sages assuming there is an active incarnation while theother will not participate in this incarnation. Sincesuch \one-sided" connection could be considered non-hazardous, (and thus in Fig. 2 we use the term \weakNO" for it), we then show impossibility for FIFO net-works that can lose packets. In this case, the errordemonstrated is to fuse together into one incarna-tion at the receiver the delivery of messages that weretransmitted at the sender on behalf of separate incar-nations (in Fig. 2 we use the term \strong NO" forsuch behavior since it demonstrates a severe violationof the requirements). This result assumes that theprotocol is either history-independent or �nite-state.We then turn to the subproblem of transferringmessages within an incarnation. Ideally, every mes-sage transmitted by the sender's host is delivered tothe receiver's host exactly once, and no messages aredelivered that were not previously sent. In order tofocus on the issues related to message transfer (MT),we assume a single in�nitely long incarnation that re-mains open even if crashes occur.We �rst consider the case where the capacity (thenumber of packets that can be in transit at any giventime) of the network is bounded. For this case, wehave a message transfer protocol which can withstandcrashes without stable storage. The protocol workseven if the network can lose packets and is not FIFObut it is ine�cient if the capacity is large. The proto-col can be made more e�cient for any capacity whenthe network is FIFO.We then consider the message transfer problemwhen the network has unbounded capacity and canlose packets. One of the main factors in this case iswhether the protocol is allowed a \grace period" aftera crash, during which messages that are transmitted

network non-FIFO FIFOprotocolFIFO NO YES(Corollary 3.4) (protocol)non-FIFO YES YES(protocol) (protocol)Figure 4: MT, Network does not Lose Packetsdo not necessarily have to be delivered. Our results forthis case are summarized in Fig. 3. They imply thatmessage transfer is possible if and only if the networkis FIFO and the protocol is allowed a variable lengthgrace period. In more detail, we show that if the graceperiod must be �xed, then there is no protocol for thisproblem, even if the network is FIFO and the messagedelivery need not be. We further show that if the graceperiod is allowed to be variable, then there is a proto-col for this problem that guarantees FIFO delivery ofmessages if the network is FIFO but can lose packets.If the network is not FIFO then there is no protocolfor this problem.Finally, we consider unbounded capacity networksthat do not lose packets. We show that in non-FIFOnetworks, achieving FIFO message delivery is impossi-ble in the presence of node crashes, even if the livenessproperty to be satis�ed is very weak. In the otherthree cases, there are simple protocols for messagetransfer; see Fig. 4.The statements of several of our impossibility re-sults formalize beliefs held by practitioners. Known\folk" theorems in the practical community argue thatunless some non-trivial timing assumptions are satis-�ed, nodes must keep connection records inde�nitelyand possess stable storage that can withstand crashes(cf. [25, Ch 6]). Roughly speaking, the argument isbased on the \delayed duplicates" attack, in whichold duplicate packets somehow collect in the networkand are then delivered to a node in such a way as totrick it into thinking a connection is open when it isnot. It is true that (connectionless) network proto-cols do not detect and eliminate duplicates, but wherecan these duplicates come from and how can they becollected? For any reasonable type of hardware, dupli-cates are only caused by some protocol at some layerretransmitting a packet. The popular network pro-tocol IP does not itself do retransmissions3; thus the3Cf. [10], p. 98, where the speci�cation of the protocol does



only other possibility is that they come from the datalink layer (which is concerned with reliable transmis-sion between adjacent nodes over a physical link). Butduplicates at the data link layer are easily avoided.4Thus the assumption of arbitrarily delayed duplicatescollecting in the network is too pessimistic in manyreasonable situations.Our results imply that even under a seeminglymorebenign assumption about the network (namely, nospontaneous duplicates), it is in many cases possibleto collect duplicates so as to attack protocols for incar-nation management and message transfer. This holdseven for relaxed protocol requirements, including theexistence of a grace period and the possibility of re-leasing a connection upon network misbehavior.On the positive side, our bounded capacity messagetransfer protocol implies a FIFO data link protocolwhich can withstand crashes even without stable stor-age, provided that the capacity of the physical link isbounded. This protocol stands in contrast to the re-sult of [13] (see also [5]) that stable storage is neededin order to provide exactly-once delivery if nodes cancrash. The impossibility proof of [13] hinges on theability to keep an unbounded number of packets in-side the physical link: Roughly speaking, this numberis related to the number of packets used to deliver the�rst message after a crash, and thus is protocol de-pended. In reality, the number of packets in transitat a time on a physical link, which is a function ofthe transmission rate, the length of the link, and thespeed of light, is bounded and in fact is typically verysmall (e.g., cf. [14] pp. 24-29, 51-52). Moreover, thebu�ers used to store the packets at the sender andthe receiver have bounded capacity as well. Note thatthose facts do not imply synchrony; a packet can bestored for an unbounded time in a bu�er. To modelthis situation we restrict our view only to the subset ofall possible executions in which the number of packetsin transit at a time never exceeds the capacity. Weuse the above fact to show in contrast to [13] thatfor a physical link with a known upper bound on thecapacity, there exists a protocol.not include retransmission, although implementations are notprohibited from retransmitting.4The alternating bit protocol with stable storage to toleratenode crashes could be used [5]; the amount of stable storageneeded at a node is just one bit for every adjacent link, whichis feasible, unlike keeping a connection record for thousandsof connections. Alternatively, our bounded capacity protocol,which does not rely on stable storage, can be used.

Our results that assume a non-FIFO network areclearly applicable to the environment of a connection-less network layer, where packets are routed indepen-dently. The results that assume a FIFO network layerare theoretically interesting since the lower bounds aremade technically stronger. They also have practicalrelevance to a connection-oriented network layer thatcan control routing decisions so as to ensure FIFOdelivery. They are also relevant to data link initializa-tion procedures, which provide a reliable connectionbetween nodes that are physically connected.Connection management has been studied inten-sively in the practical literature and many ingeniousprotocols have been suggested (e.g., [8, 9, 24, 25, 27,30, 31]). All these protocols rely on some combinationof timers, packet delay bounds, synchronized clocksand unique incarnation identi�ers; it has been arguedinformally that some combination of these assump-tions is necessary [31]. Our work complements theseprotocols by identifying precisely which assumptionson the system are necessary and su�cient, and ex-actly which requirements from the protocol it is im-possible to achieve in certain cases. Other work thatcomplements ours is the vast literature on veri�cationof communication protocols, including, for example,[15, 17, 23]. These papers concentrate on verifyingknown protocols rather than investigating whether theassumptions they rely on are necessary.There is some prior work on impossibility results forconnection management. Our impossibility result formessage transfer, where �xed grace period is allowed,on a FIFO network that can lose packets improvesthe result in [13], which assumed the stronger progressproperty that starting immediately after the last crash,all messages transmitted must be delivered. Belsnes[7] studies how many packet exchanges are necessaryin order to manage incarnations, under various re-quirements and assumptions. LeLann and LeGo� [18]show that a connection cannot be established by pro-tocols of a particular form. Other theoretical studiesof communication protocols have mostly concentratedon the data link layer [1, 3, 13, 16, 20, 22, 26, 29]. Mostof this work concerns implementing protocols usingbounded size packets, an issue we do not address. Ourprotocols for message transfer on bounded-capacityFIFO networks use an idea from self-stabilizing pro-tocols for cleaning the system with a new label. (Thisidea was �rst employed in [11] and later used in e.g.[2], [12].)



Due to space constraints, most details are excludedin the body of this extended abstract. Full details canbe found in [4].2 Incarnation ManagementProblem De�nition: The system consists of twonodes S (sender) and R (receiver), a host at each node,and a network connecting S and R. See Figure 5; anaction labeling an arrow entering (leaving) a compo-nent is an input (output) action of the component. SandR form the connection management protocol. Thenetwork supports sending packets (SendS and SendR),receiving packets (RecvS and RecvR) and might losepackets (Lose).Ideally what happens is that the host at S requestsa connection (Req-ConS), S communicates this to Rand R checks with its host (Req-ConR). If R's hostis agreeable (ConR), R communicates this to S, whothen tells its host (ConS). Now the host at S trans-mits messages (Transmit) and S and R run a messagetransfer protocol so that the messages are deliveredto R's host (Deliver). The host at either S or R canunilaterally decide to end the connection (Req-DisS orReq-DisR); once S and R have terminated the connec-tion, the hosts are noti�ed (DisR and DisS). There isa third way that a connection can be released: if thenetwork is experiencing problems, either S or R is no-ti�ed (NProblemS and NProblemR) and then they arefree to decide whether to terminate any existing con-nection. We assume that NProblemX occurs if andonly if some predicate on network behavior is true; werestrict attention here to loss(2)-only predicates thatS�DisS -Req-DisS -Transmit(m)�ConS -Req-ConS �NProblemS�RecvS(p) -SendS(p)?CrashS R -DisR�Req-DisR -Deliver(m)�ConR -Req-ConR-NProblemR�SendR(p) -RecvR(p) ?CrashRNetwork?Lose(p)
Figure 5: System architecture; hosts are not shown.

are true only if at least two packets are lost. Crashesare modeled with Crash actions for S and R, whichcause the node's state to return to a special \recover-ing" state. S and R can also take internal steps (e.g.,to retransmit a packet).No Crashes But No Storage Between Incarna-tions: We �rst consider a system in which nodes donot crash but the nodes do not keep information in be-tween incarnations of a connection; we call such pro-tocols amnesic. We show that there is an amnesicprotocol if and only if the network is FIFO. (The fullpaper contains a careful de�nition of amnesic; it is alittle delicate in order to rule out S and R \cheating"by storing incarnation information in packets that arein transit.)The theorem is proved using a technique, calledstealing, to prove impossibility results for non-FIFOlosing networks. Stealing does not rely on nodecrashes or spontaneous duplications. We take a spe-ci�c \reference" execution and we replay successivelylonger pre�xes of the reference execution. Each replayends with the loss of a di�erent packet. Because theprotocol must tolerate the loss of a single packet, itmust gracefully �nish any pending task. Yet it is pos-sible that the lost packet was not lost but only delayedin the non-FIFO network. Thus we can steal a singlepacket from each replay and keep it in the network.Then we deliver the packets we have collected to thereceiver, tricking it into acting as if the reference ex-ecution is executed. A similar technique is used in[1].Theorem 2.1 There is no amnesic incarnation man-agement protocol for non-FIFO losing networks, for



any loss(2)-only NProblem predicates.Sketch of proof: Assume in contradiction there issuch a protocol. The de�nition of a correct proto-col implies that there exists a \ping-pong" schedule with no Lose events whose restriction to host actions5is Req-ConS Req-ConR ConR ConS Transmit(m)Deliver(m) for some message m. (A schedule is ping-pong, roughly speaking, if only one packet is ever intransit at a time.)Let s1; : : : ; sk be the sequence of packets sent by Sin . We inductively build a schedule 1�1�1 : : : k�k�kas follows. Let i be the pre�x of  through the send-ing of si.Assume �i�1 = 1�1�1 : : : i�1�i�1�i�1 is a scheduleafter which S and R are in their initial states ands1; : : : ; si�1 are in transit. We show the analogousstatement for i.Then �i�1i is a schedule since S and R start i inthe same states that they end �i�1 in and the networkis non-FIFO.We now de�ne �i. If Transmit(m) is not in i, thenlet �i be the empty string. Suppose Transmit(m) is ini. We use the de�nition of a correct protocol to showthat there exists an extension �i in which si is never re-ceived yet there is a matching Deliver(m). This is truebecause si might have been lost, the network is non-FIFO, yet the loss of a single packet cannot close theconnection (since the NProblem predicates are loss(2)-only).We now de�ne �i to be Req-DisS followed by theevents needed to close the incarnation, followed byenough Send events to empty the outgoing packetqueues at S and R. (The Send events are needed bythe precise de�nition of amnesic.) At the end of �i, Sand R are in their initial states. The packets s1; : : : ; siare still in transit.Note that �k is a schedule with no Loseevents after which s1; : : : ; sk are in transit. Thus�kRecvR(s1) : : :RecvR(sk) is a schedule and it has anextension in which only R takes steps that ends withDeliver(m). However, in each i�i�i making up �kthere is a matching delivery in �i if the message m istransmitted in i. Thus the last Deliver(m) has nomatching Transmit, which is a violation.5Req-Con, Con, Transmit, Deliver, Req-Dis, and Dis

In the full paper we show that there is an amnesicFIFO incarnation management protocol when the net-work is FIFO but can lose messages. Moreover thisprotocol uses bounded memory and only releases in-carnations if explicitly requested to do so by eitherhost; i.e., it doesn't depend on any NProblem events.The message transfer liveness requirement satis�ed isthat the sequence of messages delivered is equal to thesequence transmitted.Roughly speaking the incarnation managementprotocol synchronizes S and R on the incarnation byusing the header 2 for packets that indicate the open-ing of a connection. Then, similarly to [6], the alter-nating bits 0 and 1 are used within an incarnation,both to transfer data items and to synchronize dis-connections.The protocol requires R to continue sending ac-knowledgments for the packets it receives even afterDisR and before the next incarnation begins. Notethat such a behavior does not violate the amnesicproperty of the system because R does not need tohave any information on the closed connection in orderto acknowledge incoming packets.6 In the full paperwe show that this behavior is necessary for any suchprotocol.Crashes are Possible: We present three impossi-bility results for incarnation management when nodescan crash but have no stable storage. They all indi-cate that connection management is not possible; theydi�er in the particular bad behavior exhibited and theparticular restrictions placed on the structure of theprotocol.All three of the results are proved using a tech-nique called pumping. (This technique is also usedin two results concerning message transfer.) Pump-ing is a generalization of the main technique used toprove the impossibility result of [13]. Unlike the steal-ing technique, pumping does not rely on non-FIFO orlosing behavior of the network, although it does as-sume node crashes. Instead of stealing packets one ata time, we get the desired sequence of packets in tran-sit by strictly alternating between S and R and eachtime replaying a little more of each one's history fromthe reference schedule and crashing the other one (thus\pumping up" the sequence of packets in transit).6Tanenbaum [25, page 399] does not consider the possibilityof this behavior, although no reason is given.



The next theorem shows that even if the networkis completely reliable, never losing packets and deliv-ering them in FIFO order, there is no protocol. Thecontradiction is reached by showing that any proposedprotocol can be forced into an execution in which Sreplays its side of an incarnation while R remains dis-connected and then vice versa. S and R are executingcorrectly considered in isolation, but they are not cor-rectly synchronized (interleaved) with each other.Theorem 2.2 There is no incarnation managementprotocol for FIFO non-losing networks in the presenceof node crashes.While the above result shows a violation of the spec-i�cation for incarnation management, one might arguethat opening a \one-sided" connection is not so bad.In particular, data is not being delivered in the wrongincarnation. This reasoning motivates our second andthird impossibility results, which show that any pro-tocol that is history-independent (de�ned in the fullpaper) or �nite state can be tricked into fusing to-gether two separate connections at S into one at R.That is, messages from an earlier incarnation are de-livered during a later incarnation, thus violating themessage grouping property. This is a severe viola-tion since di�erent incarnations can be established onbehalf of completely di�erent application programs.These results rely on the network losing packets.3 Message TransferWe now consider the problem of recovering fromcrashes while guaranteeing some sort of reliable mes-sage transfer within a single in�nitely long incarna-tion. We are interested in whether or not stable stor-age is required in the presence of crashes7. Thusthroughout this section we assume nodes can crash.The model is simpli�ed by considering only the ac-tions Transmit, Deliver, Send, Recv, Step, Crash, andoptionally Lose. A message transfer protocol ensuresthat every message delivered was previously transmit-ted. An exactly-once message transfer protocol guar-antees that if there is �nite number of Crash events,7Since the message transfer problem does not consider mul-tiple incarnations, studying message transfer without nodecrashes would not provide any possibilities for failing to retaininformation according to our de�nition.

then every Transmit following the last Crash has amatching Deliver.Bounded Capacity: We now assume that at anytime, at most cap packets are in transit from S toR (orvice versa), as will usually be the case when S and Rare communicating directly over a physical link. Ourinterest in this assumption was motivated by the ob-servation that several impossibility results for messagetransfer rely on the ability to collect an unboundednumber of packets in the network. In particular, [13]shows that exactly-once non-FIFO message transfer isnot possible for FIFO reliable networks in the presenceof crashes. In contrast, we describe in the full paperan exactly-once FIFO message transfer protocol for anon-FIFO losing network in the presence of crashes ifthe capacity of the network is bounded. The protocolrequires that 
(cap) packets be sent for each messageto be transferred. Thus if cap is more than a smallconstant, the protocol is ine�cient.If, in addition to having bounded capacity, the net-work is FIFO then there is a more e�cient exactly-once message transfer protocol, which we now de-scribe. This protocol has the pleasing property thatthe number of packets sent depends on the capacityonly after a crash has occurred. Note that 2cap is anupper bound on the total number of packets that canbe in transit in both directions.When recovering from a crash, S repeatedlysends (initializing) packets (init; 1) until it receives(ack; 1); then, S repeatedly sends (init; 2) until it re-ceives (ack; 2) and so on, until S repeatedly sends(init; 2cap + 2) and receives (ack; 2cap + 2). At thispoint, S starts to transmit messages as follows: Totransmit a message m, S repeatedly sends packets(m; 1) until it receives (ack; 1); then, S repeatedlysends (m; 2) until it receives (ack; 2). Once (ack; 2)is received, S is ready to send the next message m0in the same manner; that is, S sends (m0; 1) until itreceives (ack; 1); then, S sends (m0; 2) until it receives(ack; 2).R acknowledges any incoming packet with header hby sending the packet (ack; h). When R recovers froma crash, it �rst waits for a non-init packet with header1. Only at this point, R starts to deliver messages asfollows: R delivers a message m to its host only uponreceiving (m; 1) and immediately afterwards (m; 2).



The correctness of the protocol is based on the factthat at the time of a crash by S, there will always beat least one header h among f1; : : : ; 2cap + 2g thatis not in transit. Once S reaches h in its post-Crash\cleaning" (sending init packets), the system is in agood state from which correct behavior follows.Losing Networks: We now consider networks thatcan lose packets and whose capacity is unbounded.We allow an exactly-once message-transfer protocolto have a \grace period" after a crash during whichmessages need not be delivered. If the length of thegrace period (in terms of the number t of messagesthat do not have to be delivered) is �xed, then thereis no protocol, even if the network is FIFO. However,if the length of the grace period can be a function t()of the current state of the system (i.e., is \variable"),then there is a protocol if and only if the network isFIFO.Theorem 3.1 For any t � 0, there is no non-FIFO exactly-once message transfer protocol with t-�xed grace period for a FIFO losing network in thepresence of node crashes.The proof of Theorem 3.1 (which uses the pump-ing technique) no longer holds when the grace periodcan be variable length. In fact, as we show in the fullpaper, for losing networks there is an exactly-once pro-tocol with t()-variable grace period if the underlyingnetwork is FIFO. The protocol is an adaptation of aself-stabilizing algorithm from [12].We now show that the assumption that the networkprovides FIFO delivery of packets is essential in orderto obtain an algorithm, even if the grace period isvariable. This result relies on the assumption that thenumber of packets that can accumulate in the networkis not bounded. The proof uses the stealing technique.Theorem 3.2 There is no non-FIFO exactly-oncemessage transfer protocol with t()-variable grace pe-riod for a non-FIFO losing network in the presence ofnode crashes, for any function t.Non-Losing, but Non-FIFO, Networks: Wenow assume that the network never loses packets butmight deliver them arbitrarily out of order. Under

this assumption, FIFO exactly-once message transferis not possible. Note that Theorem 3.2 does not im-ply this result, since that theorem relied on having alosing network; yet this result does not imply Theo-rem 3.2, since this result only shows the impossibilityof a FIFO protocol. In fact, when the network doesnot lose packets and the ordering properties of theprotocol match those of the network, there is a triv-ial protocol which guarantees (1) FIFO exactly-oncemessage transfer on a FIFO non-losing network and(2) non-FIFO exactly-once message transfer on a non-FIFO non-losing network.The next theorem implies that, without stable stor-age, providing FIFO behavior for messages, whenpackets are not delivered in FIFO manner, is impos-sible in the presence of host crashes, even if the net-work does not lose packets and the protocol only hasto deliver some messages. In more detail, a messagetransfer protocol is at-most-once if whenever there isa �nite number of Crashes and an in�nite number ofTransmits, then there is an in�nite number of Delivers.Theorem 3.3 There is no FIFO at-most-once mes-sage transfer protocol for a non-FIFO non-losing net-work in the presence of node crashes.Corollary 3.4 There is no FIFO exactly-once mes-sage transfer protocol with t()-variable grace period fornon-FIFO non-losing networks in the presence of nodecrashes.4 DiscussionWe have studied the necessity of retaining infor-mation between incarnations and across node crashesfor two aspects of the connection management prob-lem: incarnation management and message transfer.We proved that when state information is not savedbetween incarnations, the problem is solvable if andonly if the network is FIFO. We also showed that in-carnation management is not possible in the presenceof crashes without stable storage. Furthermore, weshowed that message transfer is possible in the pres-ence of crashes without stable storage when packetscan be lost if and only if the network is FIFO andthe protocol is allowed a variable grace period aftera crash during which it need not deliver messages.



When packets are not lost, message transfer is possibleif and only if either the network is FIFO or the proto-col need not be. On the positive side, we have deviseda data link initialization procedure that can withstandnode crashes without stable storage, provided that thecapacity of the physical link is bounded.Our work forms another step in formalizing issuesthat arise at the transport layer in communicationprotocols. To the best of our knowledge, ours is the�rst theoretical study of this problem to incorporatethe following practical features: indication of severenetwork misbehavior, grace period after a crash andbounded capacity of the physical links.Many interesting issues remain to be studied, in-cluding ow control and bu�ering, analysis of thetime-based techniques used in practical connectionmanagement protocols, and problems that arise in try-ing to do a clean disconnect [10, 25]. We hope thatour model, de�nitions and techniques will be of helpin continuing in these directions. In particular, webelieve the NProblem action, coupled with appropri-ate predicates, can be used to encapsulate timer-basedmechanisms used to detect severe errors.Another interesting aspect is to explore quantita-tive considerations such as the number of packets thathave to be sent in the cases where incarnation man-agement or message transfer is possible. For example,it would be interesting to know whether 
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