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1. Introduction

At Eurocrypt 88 (11 we introduced the notion of a multiple key
cipher and illustrated it with an example based on RSA which we
called "multiple key RSA"., In this paper we consider another
multiple key cipher also based on a well known cryptagraphic
function, exponentiatieon in a prime field. The important
difference from multiple key RSA is that this function does not

possess the trapdoor property. At the end of [11 we speculated

that such functions may have useful applications and here we

give as one illustration a new voting scheme.

One of the applicatiaons of multiple key RBA given in 11 was a
simple voting scheme. Although that scheme allowed voters to
verify that their votes were counted while maintaining ananymity
with respect to cther wvoters, it did not maintain ananymity of
voting from the "gavernment"” or vote-issuing authority. I ndeed,
we suggested, as had others {51, that the two properties that
voters could only vote once, and that votes were anonymous to
the authority, were incompatible. However , at the same

conference Chaum (3] proved us wraong with a counterexample.

As an application of our new multiple key cipher we give an
improved version of our voting scheme which also has the
property that Chaum’s has. It could equally be implemented with
multiple key RSA.

Copyright (c) 1998, Springer-Verlag



618

2. Multiple Key Ciphers

In [1] we defined a Multiple Key Cipher (MKC) to be an abelian
group of transformations of some message space, M. In a
particular application a set of transformations (parametrised by
a set of keys) ki1, k2, ...kn are chosen so that

kl o k2 o ... o kn = identity(M).

The keys are distributed to the authorised wusers and then

messages of the form k!l o k2 o0 ... o kj(M) can be written by a
set of users possessing keys kl, k2, ... kj and read by a set of
users possessing k(j+1), k(ji+2), ..., kn, or their product.

With the trapdocor property it is not feasible to calculate
inversaes in the group af keys without knowledge of the trapdoor.
The applications described in (1] expleoited this property of
multiple key R3SA. Next we examine a MKC without this property.

3. The new MKC

The new MKC 1is simply that defined by the group a¥f
exponentiation transformations in a prime field with exponent
prime to p-1. The message space is equal to the integers in the
same field. This functicon has received much attention in modern
cryptography starting with Diffie and Hellman’s well known
public key distribution scheme [(&6]. This MKC can properly be
called a generalisatcn of the cryptosystem proposed by Pohlig
and Hellman in ([81. The important difference between this
function and multiple key RSA, is the absence of a trapdoor.

Thus if a is a known key defining the transformation
M V=D Mxxa mod p

then the inverse transformation with expornent b is easily
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calculated by solving
a.b = 1 mod p-1.

What can we say abaout the security aof the multiple key cipher?
Clearly a known plaintext attack is nc harder than the discrete
logarithm problem. In view of this we shaould certainly choose
the prime p carefully as suggested by [81, for example p = 2p’+1
for some prime p’. Accarding to the arguments from (81, a large
number of plaintext/ciphertext pairs should not give an attacker

any advantage.

Before going on ta the main application we briefly mention that
this MKC can alsc be used for schemes such as the selective
distribution scheme from [1] if the keys are hidden from the

users by tamperproofing.

In the selective distribution scheme each user has all keys
except a single one which distinguishes the user. In order to
distribute to a particular set of users the centre encrypts with
exactly those keys that distinguish the users who are not to

receive the information.
4. Tha improved Voting 8Schamse

As in Chaum’s scheme [3] we assume the existence of a voting
authority who will faithfully carry out elections and issue
valid voting slips to every authorised voter exactly once. We
assume the existence of some universally publicised large
(enough) prime p so that it is universally accepted that the
discrete logarithm problem in the field of integers modulc p is
hard.
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4.1 Chagsing the parameters

In the first stage the voting authority selects three
complementary keys a,b, and c. For example‘the first two can be
chosen randomly (but coprime to p-1) and then the third selected
so that

a.b.c = 1 mod p-1.

One of these keys, say &, is then made public for the purposes
of this particular election. Note that there 1is a sufficient
supply of numbers prime to p-1 as estimated in [B81; for example,

when p = 2p'+1 the proportion of such numbers is about a half.
& primitive element e of the group of transformations prime to
p-1 is also published. It may be a universal element for all

elections as well as p.

4.2 Registration Phase

At the next stage each voter registers for the election by
forming a block M consisting of a component of redundancy, a
component aof randocmness and his voting intentiaon. (Here is the
crux of the difference between this scheme and our former
scheme, in that there the block was faormed by the authority.)
The component of redundancy should be the same for all vaters
and could either Bbe fixed for all electicns or should be
broadcast together with the key a during the first stage of the
election, [t should be large enough that random encryptions

should have negligible chance of containing it.

The component of randampess shauld be chosen uniquely by the
usar for that particular vote. However it should also be chosen
sa that the whole voting block M is prime to p-1. As mentioned
above this condition is easily satisfied and the randomness
camponent rneeds to be large enough to ensure that many tries are

possible until it can be satisfied. The voter’s voting intention
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may be specified in a selected number of bits depending on the

number of possible outcomes of the election.

The voter now performs two encryptions on M before sending it to

the authority for registration. First the voter forms

B = %M mod p.

Then the voter “blinds" B [(21. This may be done by splitting the
public key a as follaws. The voter selects al at random (but

prime to p~1) and then calculates a2 such that

at.a2 = a mod p-1.

B is encrypted with al by the vater and sent to the authority.
Thus

ex*x(M,al) = Bx¥al mod p

is sent to the authority. The paoint of the double encryption is
to guarantee anonymity since all votes will be an exponentiation
of e by a random power prime to p-l. In order to reduce
computation M.al mad p-1 can be calculated first and then a

single exponentiation is required.

The autharity will require authentication of the user’s identity
which may be dore in several ways which we do not consider here.
The authority records the fact that the voter has registered in
order that no voter may vote twice, and encrypts the voting
block with the secret key b and returns Bxx(al.b) mod p to the

vater.

4.3 Voting Phase

Each vaoter completes his vate by encrypting the returned block
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with a2 to form
((BX¥al)*xb)xxa2 mod p = BXxxab mod p.

and returning it anonymously to the autho?ity tagether with the
original block M. This may need to be dorme wusing a completely
untraceable protocol such as that defined by Chaum in £473 in

order to ensure that the vote is not traced.

The authority will encrypt the received anconymous black with ¢
to recover the plaintext block. It will also check that B = eXxM
mod p. If the redundancy condition is satisfied then the
authority will accept the vote. Note that in order to preserve
anonymity all voters should register their votes before any
voter returns an anonymous vote. The authority will publish all
plain voting blocks with the result of the election. Each voter
may then check that his random number is present to verify that
his vote is counted. In order that voters may be able to
distinguish their votes, the number of possible randomness
components should be large in comparison with the number of
voters. All identical votes are discarded by the authority to
avoid repeat voting. If the randomness element is large enough
this will result in disenfranchisment of any voters only with

negligible probability.

S. Becurity of the Scheme

We consider the security of the scheme from two aspects. Firstly
the difficulty of discovering the voting intenticns of any
voter, and secondly the difficulty to any voter of cheating to

make more than one vote,

5.1 Ancnymity of Yotes

When considering the anonymity of vaoters we assume that during
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the voting phass there is a perfectly unirzceable protoccl which
allows the voter to deliver the vote tc trks authority. Thenm the
anly informaticn available to the authcriiy or any other entity
in order to discover veocters’ intenticns is the set 0of messages

passed in the registratiaon phase arc the s

of publisned votes.
It is impossitle for any entity to asscciazs any sutlished vote
with any registered vote since the ragistered votes are all
random exponentiations of @ by 3 number prime to 2-1. Therefore

any registerec vote coulz take the value =< any chther registered

vote if the cunmlic key a had bsen spliz oSy tna voter in a2
differant wav. Thus anonymity of is unzcondiftienally

guaranteed.

5.2 Forgery of Votes

Attempts to forge votes may be made both 2v  legitimate voters
who want to vote more than once and by cutsiders who wish to
influence the outcome. Forgers may try <o break the system
completely by findinmg the authority’s sscra2t keys or they may
try tao forge vaotss without finding the kevs. Imn additiaon they
may want to forge vctes without even knowing their values in

order to simply disrupt the electian.

In order to forge a vote it must be gossitle to convince the
authority that the forged vote deliversed in the final phase is a
registered vote. This means that the recurcdancy conciticn must
be satisfied. Thnus the forger must be able to construct a pair

(Myex*x{M.ab)) with M satisfying the reduncancy condition.

For an ocutsicer to discover the secret autnority key he must use
the random (X,X¥x4b) pairs exchanged in the registration phase to
find b, or the (M,ex*(M.a.h)) pairs sent in the wvoting phase.
In other worcs he must solve the discrete logarithm problem  for
this instance. For en insider to find & nme may alsc have a

(X, X¥Xb) pair witn X chosen during the ragistration phase. This
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is obvicusly related to the discrete lcgarithm problem and is
equivalent to finding the key for the Pohlig-Hellman

cryptosystem with a chosen plaintext aztack.

To forge a particular vote (including ‘vandom number) means
finding a M,exx(M.a.b) pair which is equivalent tao breaking the
Pohlig-Hellman cryptosystem without finding the secret key.
However care must be taken to avoid attacks based on the
multiplicative property of exponentiaticn. Thus for all integers
k, if M,ex¥x(M.a.b) is a valid pair then so is kM,e¥x*x(M.a.blk.
Therefore the redundancy condition should be chosen sa that this

is not possible.

é&. Variations

As already mentioned the scheme could egually be implemented
with multiple key RSA. In order to give further confidence in
the difficulty of forging votes, one variatian that might bear
further investigation is to use multiple key RSA but with a
modulus as defined by McCurley in (7] and then with 1& as the
primitive element it Ffollows that finding the key for an
observer is equivalent to factoring the modulus as well as

solving the discrete logarithm for the factors of the modulus.

A more radical variation is to dispense with the primitive
elemant e and instead make each voting block M bte a primitive
element by suitable adjustment to the random part. (Checking
this condition is harder than checking M is prime tc p~! but is
straightforward i+f p-1 = 2p'.) Then M %% al mod p is sent by the
voter to the authority who returns M %% al.b mod p. Finally M %%
ab mod p is delivered amonymously in the voting phase. This has
the advantage that the vote does noct have to be sent in
cleartext since it is recovered completely by the authority.
This variation may well be more secure against forgery since [al=}
plaintext/cipnertext pairs with the redundancy caondition may be

obtained.
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