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have noted that \Formal techniques were not much help to us in designing theuser interface." [JJLM91]. Rapid prototyping is usually the methodology ofchoice for developing user interfaces. Indeed, empirical evidence suggests that\the only reliable method for generating quality user interfaces is to test proto-types with actual end users and modify the design based on the users' commentsand performance" [Mye92]. However, the prototyping approach to user inter-face development is not without drawbacks. One criticism is that it does notprovide the same assurance as formal approaches that requirements are beingmet. This is especially of concern in safety- and security-critical applications.In part, this has spurred research into drawing together formal speci�cationand rapid prototyping for user interface development [Ale87b]. One commonapproach is to use a directly executable formal notation to express user interfacedesigns. To take advantage of tools and methodologies, these notations usuallyare based on an existing (concurrent) formal notation. Statecharts [Mar86], CSP[Ale87a], Petri nets [BP90], temporal logic [Joh91], LOTOS [PF92] and DisCo[Sys94] all have been used. Prototypes are expressed directly as speci�cations inthe formal notation; their behavior is observed by animating the speci�cations.While there have been various reports of success with this approach [Dix91],there are number of issues which are di�cult to address:1. User interface designers must be uent in the particular formalism beingused. For many formalisms, achieving uency can involve a signi�cantamount of e�ort, especially for those not familiar with formal methods.2. Realistic prototypes (in terms of look-and-feel) are di�cult to construct.For example, none of the formal techniques surveyed in [Ale87b], [ABD+89]and [HT90] provide more than rudimentary prototypes for experimenta-tion. As the success of the experimental e�ort often depends on howrealistic the prototype is [RI94], this can be a signi�cant issue. With re-spect to safety- and security-critical systems this is important since oneof the goals of HCI engineering is to reduce the incidence of \user error"[CH94].3. Formal reasoning is limited to what can easily be expressed in the cho-sen notation. For example, when using the previously mentioned formaldescription techniques (FDTs), reasoning is usually limited to behavioralproperties.4. The issue of producing implementations that meet the resulting formalspeci�cations can be di�cult to address since, for economic reasons, vir-tually all user interface software today is implemented using toolkits1[Mye94]. These toolkits usually present the developer with a conceptualmodel that is substantially di�erent from that presented by most user-interface speci�cation languages. For example, while most user-interfacespeci�cation languages are concurrent, most toolkits are not re-entrant.1We use the term toolkit to refer to tools such as Visual Basic [Mic93] as well as interfacelibraries such as Motif [Ope91]. 2



5. A formal model must be maintained along with the implementation. Thiscan be hard to justify in situations where the most e�ective way to de-velop the next release of an implementation includes rapid prototypingof new functionality within the framework of the existing implementation[Wes93].In this paper we propose an alternative approach to combining formal tech-niques and prototyping in user interface construction that addresses these issues.The framework that we propose is component-oriented. It provides the user in-terface designer with a set of primitive components2 and a dataow-based for-malism for connecting them: user interfaces are described as directed graphs inwhich nodes represent components and arcs represent the ow of data betweenthem. The units of data that ow in the arcs are referred to as events. Fromthe user interface designer's point of view, events are introduced or triggered asa result of a user's actions and then ow from one component to another, beingtransformed as they go. Components come in two avors: presentation (menus,buttons, sliders and the like) and application interface (�le and database acces-sors, for example). Each component not only has associated implementation(s)but corresponding model(s) as well.Rather than basing our framework on a particular toolkit we instead usean interconnection language, IL. As illustrated in Figure 1 (below the dashedline), IL descriptions serve as templates for constructing both implementationsOriginal UIILprototype modelFigure 1: General framework.for experimentation and models for formal reasoning. Another possible use for2We do not assume the existence of a �xed set of primitive components; this is discussedlater. 3



IL that we are investigating is user interface re-engineering: we can constructan IL prototype of an existing user interface and then use this prototype as abasis for reasoning. This possibility is indicated by the dotted part of Figure 1.A growing number of commercial UIMSes (PARTS Workbench [Dig92], Vi-sual Age [IBM94] and Visual AppBuilder [Pla94], for example) use a restricteddataow formalism for specifying user interfaces: restricted in that the topologyis (mostly) static, the primitives are objects (widgets) and functions not pro-cesses, and the (basic) connectors represent bindings of functions to call sitesnot FIFO communication channels. We restrict our formalism similarly to en-sure that we can realize our prototypes using commonly available toolkits. Inparticular, it allows us to use any noti�cation-based toolkit3. These restrictionsalso make formal reasoning more tractable.2 General frameworkThere are three di�erent roles associated with the development of IL-based userinterfaces: the user interface designer, or just designer, the developer, and theveri�er4. The tasks of the designer and developer can be characterized as usingand constructing primitive components, respectively. The designer typically re-quires greater problem domain understanding but less programming skill thanthe developer. The designer constructs IL descriptions of user interfaces usingprimitive components supplied by the developer. User interface constructionsimply consists of selecting and connecting components5. If a required compo-nent is not available the designer provides the developer with its speci�cation;the developer then uses traditional software development techniques to constructthe actual implementation. Designing the primitive components with reuse inmind reduces the amortized cost of development.The veri�er works in concert with the designer and the developer and isresponsible for ensuring that prototypes meet formally expressed requirements.Rather than reasoning about implementations directly the veri�er generatesformal models from the IL descriptions and uses these as the basis for formalreasoning. To have con�dence in the results obtained the veri�er must ensurethat models are accurate, and that reasoning is sound.The task of ensuring that models accurately reect implementations canbe reduced to ensuring that the primitive components are accurately modeled.If the software development technique used to construct the primitives doesnot provide the necessary assurance, testing can be used [Stu85, LHM+86]. Toensure that reasoning is sound, some sort of tool assistance is required: practicalexperience has shown that manual reasoning is less trustworthy than machine-assisted (or machine-checked) reasoning [Coh89, GGH90].3Most commercially available toolkits are noti�cation-based.4There may be many people in each role or one person may perform several roles.5Construction of an interface builder for IL descriptions (such as provided by PARTSWorkbench) should be straightforward. 4



3 The IL formalismIL, while based loosely on an existing modular interconnection language, Darwin[Imp94], is atypical in that its components are widgets6 not processes: it isintended for \programming-in-the-small" not \programming-in-the-large".IL components are either primitive or composite. Each IL component hasa number of ports available for binding. Each port has a polarity, requires orprovides7; only ports of opposite polarity may be bound together.An IL description of a user interface consists of a set of component descrip-tions. Each component description consists of a description of the component'sinterface (i.e. a description of the ports that it makes available for binding) and,for composite components, a description of its implementation. By convention,the user interface described is an instance of the component named Main.We give a taste of IL by example. Figure 2 shows a simple user interface
Figure 2: A simple user interface.consisting of a dial and a slider that track each other. The IL source for thisuser interface is shown in Figure 3. The �rst three lines describe the interfacesFrame primitiveDial changed>int set<int primitiveSlider changed>int set<int primitiveMain ff:Frame f.d:Dial f.s:Sliderf.d.changed --> f.s.setf.s.changed --> f.d.setgFigure 3: An IL description of the user interface in Figure 2.6and functions. We describe only a subset of IL in this paper.7Our terminology is opposite to that used by Darwin (and modular interconnection lan-guages in general): we use the terms provide and require to describe data ow; Darwin usesthem to describe services. A port that requires values provides a service.5



of the primitive components. Dials and Sliders have set and changed portsthat provide (>) and require (<) values8, respectively. Values sent to a set portupdate the value of the component; values are issued from a changed port whenthe component's value changes (either as a result of the user's actions, or asa result of a value being sent to the set port.) Structured names are used toindicate the visual hierarchy: the dial (f.d) and the slider (f.s) are visuallycontained in the frame (f). Note that (very) simple primitive components havebeen used to ease discussion.Instances of our framework are characterized by the primitive componentssupplied. We are currently investigating a set of primitives which are function-ally equivalent to a subset of the primitives provided by PARTS Workbench;while relatively simple, they are useful in practice. We (mechanically) generateTk/Tcl [Ous94] code for implementations and HOL [GM93] terms for (mechan-ical) reasoning.3.1 Constructing PrototypesTo construct a working prototype from an IL description we require for eachcomponent a routine to build instances of that component. The developer isresponsible for supplying these routines for the primitive components; theseroutines are automatically generated for composite components. The exactnature of these routines depends on the particular toolkit being used.Currently we are using Tk/Tcl for prototyping. Tcl (tool command lan-guage) is a simple scripting language for controlling and extending applications:the Tcl interpreter is designed to be easily extended with application speci�ccommands. Tk extends Tcl with commands for building Motif-like user inter-faces.Figure 4 contains the code for building Sliders. The code for building Dialsis essentially the same except that, as Tk/Tcl does not provide a suitable dialwidget, we build one using other widgets. Figure 5 contains the code generatedfor the IL description in Figure 3. (external.tk contains the code for theprimitives.)Note that as Tcl provides no mechanism for encapsulating data, we do soby giving each component instance a unique name and using this as a pre�x forthe names of all variables and procedures associated with that instance.3.2 Constructing Behavioral ModelsWhile the framework introduced in this paper allows for reasoning about vari-ous aspects of a user interface, we are most interested in reasoning about theirbehaviour. For example, we would like to prove that the dial and slider in Fig-ure 2 track each other. To do this we model the behavior of a user interface asa sequence of states with each consecutive pair of states in the sequence repre-senting some action. We model user interfaces as predicates on state sequences:8integers in this case. 6



# Slider`build name: Create a slider named "name".proc Slider`build fnameg f# These should be attributes.set V0 0 ;# Minimum value for slider.set V1 80 ;# Maximum value for slider.set tickInterval 20 ;# Spacing between tick marks.set Length 160 ;# Length (in screen units) of slider.# Construct the physical representation.scale $name -orient horizontal -from $V0 -to $V1 \-tickinterval $tickInterval -length $Length -command $name`setpack $name# Construct the model.# Create variable that will hold value of the slider.global $name`valueset $name`value ""# If the value of the slider changes $name`set will update the# position of the pointer and then invoke $name`changed.proc $name`set fvalueg "global $name`valueif \"!\[cequal \$\f$name`value\g \$value\]\" \fset $name`value \$value$name set \$value$name`changed \$value\g"g Figure 4: Slider in Tk/Tcl.7



#!/xhbin/wishx -fsource external.tkproc Main`build frootg fFrame`build $root.fDial`build $root.f.dSlider`build $root.f.sproc $root.f.d`changed fvalueg "$root.f.s`set \$value"proc $root.f.s`changed fvalueg "$root.f.d`set \$value"gMain`build ""Figure 5: Generated Tk/Tcl code for the example.if P is a predicate representing a user interface A then P e is true if and onlyif e is a possible behavior of A. If P is a model of Figure 2 then to prove thatthe slider and the dial track each other we have to prove a theorem of the form` 8e: P e � Qe, where Q is a predicate expressing the fact that for all states ina given state sequence, the value of the slider is equal to the value of the dial.If we are to generate models for IL-based user interfaces mechanically wemust be able to model components as predicates and be able to express pred-icates representing user interfaces in terms of the predicates representing theirconstituent components. Fortunately such a representation is possible.We make the observation that the behaviour of a collection of componentscan be described as a set of mutually recursive functions. For example, if wemodel the state of the prototype in Figure 2 with the values of two of variablesd and s (representing the values of the dial and the slider, respectively), thenits behavior can be modeled with the following ML9 expression:let recsetd v = if (!d = v) then () else d := v; sets vand actd v = setd vand sets v = if (!s = v) then () else s := v; setd vand acts v = sets vand act = function(0,v) -> actd v| (1,v) -> acts vin while true do act getaction done;;The function act models the possible ways in which the user can interact withthe user interface: the user can either set the dial or the slider to some value. Thewhile loop models the behavior of the noti�er. What follows is a formalizationof this observation.9Caml Light [Ler93], not Standard ML. 8



The formal system we use to express and reason about our models is a ver-sion of type theory [Chu40, And86] called higher-order logic [Gor86]. Higher-order logic extends �rst-order logic by allowing higher-order variables (i.e. vari-ables whose values are functions) and higher-order functions (i.e. functionswhose arguments and/or results are other functions.) One advantage of usinghigher-order logic is the existence of reliable and robust proof-assistants such asHOL[GM93] and PVS [ORS92].The existence of such proof assistants is important for two reasons: 1) ex-perience has shown that machine-assisted proofs are more trustworthy thanthose done by hand [Coh89], and 2) for some proofs, signi�cant portions can beautomated. The proof assistant that we use is HOL. HOL embeds a higher-order logic in the functional programming language ML [CGH+86]. Axiomsand primitive rules of inference are encapsulated in an abstract data type thm;ML's strong typing ensures that theorems (objects of type thm) can only beobtained from these axioms and inference rules. The embedding in ML allowsan arbitrary degree of mechanization while still guaranteeing soundness.We model states as mappings from a variable to values. Rather than express-ing behaviors directly in terms of state sequences, we express them in terms ofguarded commands [Nel89] and express commands, in turn, as predicates onstate sequences using the mechanization of Tredoux [Tre93]. For example, thepredicate \ := " representing assignment commands is de�ned as:`def 8x exp: x := exp = (�e: 9s s�: (e = pair (s; s�)) ^ (s� = bnd (exp s)x s))e is a state sequence representing the assignment of the expression exp to thevariable x if and only if for some states s and s0, e is the pair (s; s0) and s0agrees with s everywhere except possibly on x and s0 x = exp s. Note that wemodel expressions as mappings from states to values. In addition, note that inhigher-order logic predicates are Boolean-valued functions.Components are modeled as predicates on commands. For example we modelthe Slider of Figure 4 as:`def 8name act set changed: Slider name act set changed =(set = �v:(�s: v = s name) �! skip8(�s: v 6= s name) �! ((name := (�s: v)); changed v))^(act = �e: 9v: set v e)The �rst conjunct gives the de�nition of set in terms of changed, the secondconjunct is an expression for the possible e�ects of a user's interaction witha slider (the user can set it to some arbitrary value v.) Dials are representedsimilarly.Given models for its constituent components, we can easily construct a modelfor a composite component. For example, we model the procedure \Main" ofFigure 5 as: 9



`def 8name act:Main name act =9a1 a2 a3 set2 set3:Frame (CONS1name) a1^Dial (CONS2name) a2 set3 set2^Slider (CONS3name) a3 set2 set3^act = a1 8 a2 8 a3In general, existentially quanti�ed variables are introduced for require ports;their use de�nes the necessary bindings. Lists of numbers are used for names.The behavior of the actual user interface is modeled with the following pred-icate: �e: 9a:Main [ ] a^ do od (atomic a) eThe atomic operator elides intermediate states.4 PropertiesNot only do we have to construct models but we have to formalize proper-ties as well. While formalizing safety and security properties (as well as somegeneric properties10) is relatively straight-forward, formalizing exactly what con-stitutes a good user interface is an open problem. Many di�erent formalisms andmethodologies have been proposed to address this issue; indeed many of the ref-erences cited in the introduction can be viewed as approaches to addressing thisproblem. To take advantage of this body of work one of our goals is to be ableto verify that our models possess properties expressed in such formalisms. Tothis end, we are currently investigating the veri�cation of properties expressedin one of these formalisms: �nite state machines [Par69]. One problem thatwe immediately confront is that most of these formalisms express behaviour assequence of actions, not states, and further these actions do not directly corre-spond to our notion of an action11. Our solution is to add an extra state variableto our models to record the occurence of these \actions" and to annotate theIL speci�cations with indications of when they occur.5 Summary and future workIn this paper we have presented an alternative approach to combining formaltechniques and prototyping in user interface construction; one that can takeadvantage of existing approaches to user interface speci�cation and implemen-tation while addressing the issues raised in the introduction. This approachhas been presented in the context of a more general framework: introducing10For example, most of the presentation components that we are working with can beexplicitly enabled or disabled. A simple generic property that can be checked is that at alltimes some component is enabled.11Our actions are simply pairs of states. 10



the notion of processes (and FIFO communication channels as connectors), forexample, would give rise to a much richer formalism.We have constructed a prototype of the system described in this paper.Currently this consists of IL to Tk/Tcl and IL to HOL translators, and anumber of HOL theories and tactics. All of the basic features of the proposedframework have been implemented.Work is underway on constructing a more complete prototype with a richerset of primitives. Concurrently, we are investigating how to mechanize thevarious proofs that arise.References[ABD+89] Gregory Abowd, Jonathan Bowen, Alan Dix, Michael Harrison, andRoger Took. User interface languages: a survey of existing meth-ods. Technical Report PRG-TR-5-89, Oxford University ComputingLaboratory Programming Research Group, October 1989.[Ale87a] Heather Alexander. Formally-based techniques for dialogue design.In Proceedings of the HCI'87 Conference on People and ComputersIII, Systems and Interfaces, pages 201{213, 1987.[Ale87b] Heather Alexander. Formally-based tools and techniques for human-computer dialogues. Ellis Horwood Limited, 1987.[And86] Peter B. Andrews. An introduction to mathematical logic and typetheory : to truth through proof. Academic Press, 1986.[BP90] Remi Bastide and Philippe Palanque. Petri net objects for the de-sign, validation and prototyping of user-driven interfaces. In Proceed-ings of IFIP INTERACT'90: Human-Computer Interaction, De-tailed Design: Construction Tools, pages 625{631, 1990.[CGH+86] G. Cousineau, M. Gordon, G. Huet, R. Milner, L. Paulson, andC. Wadsworth. The ML Handbook. INRIA, 1986.[CH94] Bill Curtis and Bill Heey. A WIMP no more. ACM interactions,pages 23{34, January 1994.[Chu40] A. Church. A formulation of the simple theory of types. The Journalof Symbolic Logic, 5:56{68, 1940.[Coh89] Avra Cohn. The notion of proof in hardware veri�cation. Journalof Automated Reasoning, 5(2):127{140, June 1989.[Dig92] Digitalk. PARTS Workbench User's Guide, 1992.[Dix91] Alan Dix. Formal Methods for Interactive Systems. Academic Press,1991. 11
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