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Abstract - In this paper, we propose a bridge-type e-mail 

proxy architecture to release the bottlenecks of the two 

popular mail security architectures: software mail filter 

and e-mail gateway. In the proposed architecture, a 

bridge-type e-mail proxy is located in front of mail server 

and sniffs all flowing packets on the network. If sniffed  

packets belong to one of mail protocols, the proposed 

system filters the packets just as an e-mail proxy system 

does. But if a sniffed packet does not belong to mail 

packets, it is forwarded just as a normal network bridge 

does. The proposed architecture has several merits. 
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I. Introduction 

  
Now days, it is nearly impossible to work in office 
without e-mail. But the convenient and popular e-
mail is also utilized as a method to impose severe 
damage to its clients. The possibility of damage 
introduced through e-mail increases along with the 

increase in population of e-mail users. The dark side 
of e-mail system may be summarized into five 
categories. First, e-mail is utilized as a path to spread 
virus. Second, spam mails flowing into a system 
through e-mail waste the system resource. Third, 
many recent hacking techniques utilize e-mail. 
Fourth, important information may be leaked easily 
through e-mail. Lastly, e-mail text itself may be 
sniffed by other unauthorized clients and used for an 
unwanted purpose. [1][2][3] 

Many ways have been proposed to prevent e-
mail systems and other resources from the treats. 
One of the most popular ways is to install a mail 
filtering software into an e-mail server. For instance, 
it is possible to filter all e-mails delivered to clients 
by running a mail filtering software between a MTA 
and a MDA. The main advantage is that installing 
mail filtering software does not require any 
significant changes of software and mail server. But 
the drawback is that the filtering system has to 
change depending on hardware platform, operating 
system and MTA at which it is installed. Another 



drawback may come from the performance 
degradation of mail server. If a mail server does not 
have enough processing power, it is nearly 
impossible to efficiently process a heavy-loaded 
mail filtering software. Consequently, the server may 
not process all arriving e-mails in time and delay e-
mail delivery.  

Another popular way to protect e-mail system 
and to overcome the way of installing filtering 
software is to use an e-mail gateway. By the email 
gateway, we mean an application-oriented system 
that is responsible for connecting incompatible e-
mail systems or for filtering e-mails. When an email 
gateway receives an e-mail, it filters the e-mail and 
forwards it to its actual destination mail server. Since 
the gateway is installed independent of operating 
system and hardware platform of mail server and 
MTA, it is not necessary to consider any details 
related to the existing mail server in implementing 
gateway. That is one of main merits of the gateway 
architecture. But, it is not possible to utilize the 
filtering capability of gateway for mails directly 
delivered between mail servers on an intra-network. 
The feature may bring a security hole of e-mail 
system. Another drawback of gateway architecture is 
that it takes a long time to install and remove an e-
mail gateway from network. Since modifying the 
MX value of domain name service system is 
required for installing an e-mail gateway, installing 
or removing a gateway is finished after caching data 
in the domain name server is completely updated. 
Usually the caching update needs a severe amount of 
time.[4][5][6] 

In this paper, we propose a bridge-type e-mail 
proxy architecture to release the bottlenecks of the 
above two popular mail security architectures. In the 
architecture, a bridge-type e-mail proxy is located in 
front of mail server just like a personal firewall and 
sniffs all flowing packets on the network. If a sniffed 
packet belongs to one of mail protocols, the filtering 
system receives and filters the packet just as an e-
mail proxy system does. But if a sniffed packet does 
not belong to mail protocols, it is bridged just as a 
normal network bridge does. The proposed 

architecture has the following merits. 
1) It is independent of hardware platform, 

operating system and MTA of mail server. 
2) Installing/removing is easy since any 

modification of network configuration like 
the MX value of domain name server is not 
needed. 

3) All mails flowing from or to mail servers on 
network can use the filtering capability 
provided by a bridge-type e-mail gateway.  

In section two, the proposed architecture is 
described in detail. Some implementation issues are 
discussed in section three. And its performance is 
evaluated in section four. The last section wraps up 
this paper. 

  
II. Bridge-type E-mail Proxy 

Architecture 
  
Figure 1 shows a configuration of network where the 
proposed bridge-type e-mail proxy is located in front 
of an e-mail server (the proxy may be located at any 
places in network). The proxy sees all packets 
flowing on the network where the proxy is located 
(intranet in Fig 1). It pulls packets belonging to one 
of mail protocols (for example, SMTP or POP3) into  
  

Fig 1. The architecture of bridge-type e-mail proxy 

system 

  
its e-mail filtering module. Other protocol packets 
are just forwarded and nothing is done with the 



proxy. Once mail packets are filtered by the e-mail 
proxy, the packets are delivered to either the e-mail 
server located after the proxy or their final 
destination external mail servers. 

The e-mail filtering module (depicted as 
“Filtering Server” in the figure) could be either 
separated from the e-mail proxy or included in the 
proxy. The reason to separate the e-mail filtering 
module from the proxy is that usually many practical 
e-mail filtering functions are very time-consuming 
operations. In a small network operated with a 
relatively few clients, a system combining the proxy 
and the filtering function may be enough to deliver 
all flowing e-mails without severe delivery delay. 
But if a proxy including the filtering module is hired 
in a large network, the proxy may not properly 
deliver all incoming mails (even though the 
performance is dependent on the system it is 
implemented). In the case, it is better to separate the 
filtering module from the proxy. Once an e-mail is 
filtered by the Filtering Server, it is sent out to the 
destination utilizing the proxy.  

The proposed architecture has several merits. 
Since it is implemented in a separate system, it does 
not depend on the hardware platform and operating 
system of e-mail server system. Since it intercepts 
all e-mail related packets from network, it can 
process all e-mails flowing on network, regardless of 
their sources and destinations. Another merits come 
from its transparency of configuration. Both the e-
mail server attached to a proxy and the clients in the 
internet do not recognize the existence of proxy. 
Thus installing and removing a proposed proxy is 
very easy. A cumbersome task for modifying the MX 
field of DNS and e-mail server reconfiguration is 
absolutely not necessary.  

  
III. Implementation 
  
We have implemented the proposed architecture on 
two hardware platforms: a PC with Pentium III 
1GHZ processor and 128M SDRAM, and an 
embedded system with a MIPS processor. Linux 
version 2.4.20 is patched for both hardware 

platforms to accommodate the e-mail proxy. And the 
mail filtering server (it does “mail filtering”) is 
implemented separately.  

Figure 2 shows the flow of control for the case 
where an external e-mail server sends an e-mail to 
the internal e-mail server through the implemented 
bridge-type e-mail proxy. The packet flow between 
the e-mail proxy and the filtering server is also 
shown.  

  

 
Fig 2. Packet flow in the e-mail proxy  

  
The proposed e-mail proxy establishes a TCP 

connection with an external e-mail server on behalf 
of the internal e-mail server. Once the connection 
between the proxy and the external server is 
established, the proxy also establishes a TCP 
connection with the interna l mail server, which is the 
server the external mail server wants to make a 
connection. The e-mail proxy transfers the SMTP 
commands (in this implementation the proxy only 
filters SMTP packets) from the external server to the 
internal server and then receives the reply from the 
internal server. When the reply is invalid, saying that 
the internal e-mail server doesn’t allow the 
command. But if the reply is valid, the proxy either 
changes its state or stores the information and then 
replies it to the external mail server. For example, 
when the proxy transfers the mail sender contained 
in the ‘MAIL’ command received from the external 
server to the internal server and receives the reply 
from the internal server, saying that the sender is 
valid, the proxy has to keep the sender information 
as well as to transfer the information to the external 



server. The SMTP protocol commands we utilize 
include HELO, EHLO, HELP, MAIL, RCPT, DATA, 
RSET, NOOP, VRFY, and AUTH. [7][8] 

The information gathered during the two 
connections is utilized to decide whether the mail 
messages followed by a ‘DATA’ command should be 
filtered or not. For example, when the domain of 
sender and receiver is same or the sender is 
registered as a well-known safe one, the mail 
message needs not the filtering. If the proxy decides 
an incoming message is safe, then the message is 
directly transferred to the internal mail server. But if 
the proxy decides that the message has to be filtered, 
the connection between the proxy and the internal e-
mail server is disconnected. And the message is 
transferred to the filtering server. The filtering server 
filters the message and then transfers the filtered 
message to the internal mail server through the proxy.  

To keep the transparency of proxy, IP and source 

MAC have to be spoofed. For the spoofing, the 

destination IP of incoming packet is changed to that of 

proxy server IP and the server IP is properly modified. 

The MAC address is also modified using the ARP. Figure 

3 shows the flow of spoofing 

  

Fig 3 Packet handling for proxying e-mail 

  
IV. Performance Evaluation 

 

A main drawback of proxy architecture is that a 
proxy may degrade the performance of network. The 

performance we mean includes network throughput 
and network utilization. In the sense, we evaluate the 
performance of the proposed and implemented e-
mail proxy in two categories. Firstly, the network 
bandwidth utilization is measured both when the e-
mail proxy is installed and when not installed. 
Secondly, the amount of mails that the proxy can 
handle.  
  

Fig 4 E-mail proxy performance test bed 

  
The evaluation is performed in the test network 

shown in Fig 4. For the e-mail proxy server, a PC 
with PIII 650 MHz and 128 SDRAM is utilized. The 
filtering server was implemented in a PC with PIII 
1GHz and 256 SDRAM. Two e-mail generators 
continuously generate e-mails for five minutes. The 
average size of e-mails is 41,366 bytes, which is the 
same as that of e-mails monitored for a week in Ajou 
University. The E-mail server in Fig 4 does nothing 
except receiving e-mails. The evaluation was 
repeated ten times and the figures in table 1 and 2 
are their averages.  

  
Table 1. Numbers of delivered e-mails for five minutes 

Proxy installed No. of delivered e -mails 
No 30,700 
Yes 13,200 

  
Table 1 shows the number of e-mails treated for five 
minutes when the e-mail proxy is installed as shown 
in the test bed and removed from the configuration. 
As shown in the table, the number of e-mails that the 
e-mail proxy treats is much smaller than that by the 
mail server without the e-mail proxy. But considering 



Table 2. Comparison of bandwidth utilization 

Bridge E-mail Proxy 
Packet Size 

Utilization(Mbit) Packets/s Utilization(Mbit) Packets/s 

64 Byte 52 78,350 51 77,000 

128 Byte 81 68,400 80 68,000 

256 Byte 99 45,600 99 45,600 

512 Byte 99 236,00 99 236,00 

1024 Byte 99 12,000 99 12,000 

1518 Byte 99 8,148 99 8,148 
  
the number of e-mail that the famous Sendmail [9] 
running on Linux can treat in the above test bed is 
approximately 1,000 for five minutes (we actually 
measured the throughput but did not present in the 
table), the throughput of the proposed e-mail proxy 
indicates that the proxy may achieve e-mail filtering 
ability, without reducing e-mail system throughput. 

The bandwidth utilizations of a bridge and the 
proposed e-mail proxy are compared and presented 
in Table 2. The bridge was implemented on a PC that 
has the same hardware specification and operating 
system as the one used for the e-mail proxy. Two 
packet generators (previously used as e-mail 
generators) generate various different size packets 
and the bridge and e-mail proxy transfer the packets 
in their processing manners. As shown in the table, 
any significant reduction in throughput by the 
proposed e-proxy is not observed for all cases. [10] 
  
V. Conclusion 

  

We have proposed a new architecture for e-mail 
filtering system. The proposed bridge-type e-mail 
proxy screens all packets flowing on network. The 
packets belonging to e-mail protocols are processed 
with e-mail filtering process but other protocol 
packets are just forwarded. The e-mail proxy 
architecture has several merits over the existing mail 
filtering techniques. We have implemented the 
proposed e-mail proxy on an embedded system and a 
PC. The empirical study done on the implemented e-
mail proxies showed that the throughput and  

  
bandwidth reduction by the e-mail proxy are not 
serious at all. 
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